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OITPEAEJIEHUSA

B HactosmeM JOKyMEHTE HCIOIB3YIOTCS CIeIYIOIUe TEPMUHE] U HX OIpPeACICHHUS.

ABTOMATH3MPOBAHHAS CHCTEMA — CHCTEMa, COCTOAINAs M3 IIEPCOHANa M KOMILIeKca
CPEJICTBE aBTOMATH3Allii €ro [esTElbHOCTH, peanu3ylomas HWH(GOPMAIMOHHYI0 TEXHOIOTHIO
BBITIOJTHEHHUS YCTAaHOBIIEHHBIX (DYHKIIUH.

AyTreHTHGUKATHA OTHPABUTENS JAHHBIX — IIOATBEPXKAECHHE TOIO, YTO OTIPABUTEIND
TIOJIYIEHHBIX JAHHBIX COOTBETCTBYET 3asSBICHHOMY.

Be3onacHOCTh NEPCOHANBHBIX JAHHBIX — COCTOSHHE 3alHMINEHHOCTH IEPCOHAIBHBIX
JIAHHBIX, XapakTepu3yeMoe  CIOCOOHOCTHIO  IIONb30BaTeNel, TEXHHYECKHX  CPEICTB M
HHGOPMAITHOHHBIX TEXHOJIIOTHI 00ecreduTs KOH(UIECHIMATBHOCTh, HENOCTHOCTh H JOCTYIHOCTH
MePCOHATBHEIX IAHHBIX MPH UX 00paboTke B MHGOPMAITMOHHBIX CHCTEMaX IIEPCOHANBHBIX JAaHHBIX.

BiioknpoBanne mNepcOHAJBHBIX [JAaHHBIX — BpPEMEHHOE IIpeKpalleHHe cOopa,
CHCTEMATH3AlMH, HAKOIUICHWUS, UCIONB30BaHUS, PACIPOCTPAHEHUS IIEPCOHABHBIX NAHHBIX, B TOM
YHCIIe UX NIepeladH.

Bupyc (xoMnblOTepHBIH, HpPOrpPaMMHBIH) — HCIONHAEMBIA IPOrpaMMHBIA KO HITH
HHTEPIPETHPYEMBI Ha0Op WHCTPYKIHHA, OONamaroluii CBOWCTBAMM HECAHKIIMOHHPOBAHHOTO
pacIpoCTpaHeHus B caMoBocIipou3BereHusa. Co3maHHble AyOIMKaTHl KOMIIBIOTEPHOIO BHpyca He
BCET/ia COBMAMAIOT C OPUTHHAIIOM, HO COXPAHSIOT CIIOCOOHOCTE K JlaNbHEHINeMy pacpoCTpaHESHUIO
H CaMOBOCIIPOHU3BEACHHUIO.

Bpenonocnas mporpamma — TporpaMma, IpefHa3HaueHHas JUIi  OCYIIECTBICHHUS
HECAHKIIHOHHPOBAHHOTO JIOCTyNa M (WIJIH) BO3ACHCTBHS Ha IEPCOHAIBHBIE JAHHBIE HIIM PECYPCHI
HHGOPMAITHOHHOM CHCTEMBI IEPCOHATBHBIX JaHHBIX.

BenomoraresibHbIe TeXHHYECKHE CpPeICTBA H CHCTEMbBbI — TEXHWYECKHE CpEIACTBA M
CHCTEMBI, HE MpeIHa3sHAYCHHBIE U1 Nepefadd, oOpaboTKM M XpaHEHHS IE€PCOHANBHBIX TaHHBIX,
YCTaHABIMBAEMEIE COBMECTHO ¢ TEXHUUECKUMH CPEACTBAMH M CHCTEMAMHU, IPeIHA3HAYECHHBIMHE JIJIsT
06paboTKH MMEePCOHANBHBIX JAHHBIX WM B HOMEIIEHMSX, B KOTOPBIX YCTAHOBICHEI HHPOPMAIMOHHEIE
CHCTEMBI [IEPCOHATTBHBIX JIAHHBIX.

JocTyn B OIepaHOHHYI0 cpely KOMILIOTEepa (HH(POPMALMOHHONH CHCTEMBI NEPCOHAILHBIX
NAHHBIX) — IIOTyYeHHE BO3MOMKHOCTH 3alTycKa Ha BBIIOJHEHHE INTaTHRIX KOMaHI, (QyHKIwi, mporemayp
ONEPALOHHON CHCTEMBI (YHHJTOKEHWSI, KOIMPOBAHKS, HepeMeIIeHHs U T.II.), HCHONHIEMBIX (aiinoB
MPUKIIATHBIX [IPOrPAMM.

Hocryn k mH(OpMAIHE — BO3MOKHOCTH IOTydeHIs HHOOPMAIMH U €€ HCIIONIL30BAHMK.

3aKiIa0uHOe YCTPOMCTBO — JIEMEHT CpelcTBa cheMa MH(OPMAIHH, CKPBITHO BHEAPSIEMBIA
(3aKiIapIBaEMBIi WM BHOCHMBI) B MECTa BOSMOXKHOIO cheMa MHGOPMAITUHX (B TOM HHCIE B OTPaXKICHHE,
KOHCTPYKITHIO, 000pY/IOBaHME, IIPEIMEThl HHTEPhEpa, TPAHCIOPTHBIE CPENICTBA, a4 TAKKE B TEXHUYCCKUE
CpeicTBA ¥ CHCTEMBI 00paboTKH HHPOPMAITUR).

3ampmaeMan HEQOPMANEA — HHPOPMAITIS, SBILIOINASICS IPEAMETOM COOCTBEHHOCTH H
HOUIEKALNAs 3alUTe B COOTBEICTBHM C TpeOOBAHISME IIPABOBBIX JIOKyMEHTOB WM TpPeOOBaHMAMH,
YCTaHABIMBAEMBIMHA COOCTBEHHIKOM HH(OPMAITHH.

Hpenrnukanms — MprcBoeHKe cyObeKTaM M OOBEKTaM JOCTyNa HACHTH(HKaTopa H (HUIH)
CPaBHEHHE TIPEIBIBISEMOrO HICHTH(HKATOPA C IEPeYHEM IIPHCBOSHHBIX HIEHTH(QUKATOPOB.

HNudopmaTnBHbIA CHTHAJN — 3IEKTPUYECKHE CHUTHAIBI, aKyCTHYECKHE, SJICKTPOMArHHUTHBIC H
Ipyrvie (E3HUECKWe IO, II0 [apameTpaM KOTOPBIX MOXET ObITh pacKphita KOH(UIEHIHAILHAS
uHpopMarmst (TepCOHATBHBIE [aHHble) obpadarbBacMas B HH(QOPMAIMOHHONW CHCTEME MEPCOHAIBLHBIX
JAHHBIX.

HudopMmanuonnas cucrema mnepconanbHbix JaHHbiX (MCIAn) — mEQOpManuoHHad
CHCTeMa, IPEACTaBILIomas cob0il COBOKYIMHOCTS MEPCOHANBHBIX JAHHBIX, coJepkamuxcs B Oase
JAHHBIX, a TaKKe WHOOPMAITMOHHBIX TEXHOJNOTHMH M TEXHHYECKUX CPEICTB, ITO3BOJIAIOLINX
OCYyINecTBIATE 00paboTKy Takux IEpCOHANBHBIX JAaHHBIX C HCIOJB30BAHHEM CPEICTB
ABTOMATH3AITUY UK O€3 MCIIONb30BaHUs TAKUX CPELCTB.

HudgopMaloHHble TEXHOIOIHH — TIPOIIECCHL, METOMbI MOHCKa, cOOpa, XpaHeHHs, 0OpaboTKH,
TIPEOCTABIIEHNs], PACIIPOCTpaHEH ST MHGOPMAIME ¥ CHOCOOBI OCYINECTBICHMS TaKMX IMPOIECCOB H
METOMOB.



Hcmonb3opanne NepcoHANBHBIX NAHHBIX — JedcTBHS (ONEpald) C MepCOHANLHBIMA
JNaHHBIMH, COBEPIIAEMBIE OIEPATOPOM B IENSIX IPHHATHS DPEIIeHHH WM COBEPIICHHS HHBIX
JEWCTBHUM, MMOPOXKTAOIIUX FOPHIUYECKHE IOCIEACTBHS B OTHOIICHWH CyOBEKTa MMEePCOHANBHBIX
JaHHBIX WM JPYrHX JHI[ JH00 HHBIM 00pa3oM 3aTparMBalONIMX IpaBa M CBOOOJAEI cyOBEekTa
HEPCOHATBHBIX NaHHBIX HITH JPYTUX JIHIL.

Hcrounmx yrpo3nl Ge30nacHOCTH HHPOPMAUMH — CyOBEKT JIOCTYIIA, MATEPHAILHGIA OOBEKT WUTH
(rspecKoe SBIICHNE, SRILTFOIIUECS IPHIMHON BOSHUKHOBEHHUS! YTPO35! 6e30acHOCTH HH()OPMAIIHH.

Konrpompyemas 30Ha— IIpOCTpaHCTBO (TEPPUTOPHS, 37AHME, YACTb 3[AHHS, IOMEIEHHE), B
KOTOPOM HCKIIFOYEHO HEKOHTPOJHMPYEMOE HpeOBIBAHHME MOCTOPOHHHX JIMIL, a TakKe TPAHCIOPTHBIX,
TEXHUYECKHX 1 MHBIX MaTepPUATHLHEIX CPEICTB.

KonduaenmaibHocTh NMEPCOHATBLHBIX JaHHBLIX — 00s3aTebHOE TS CODMONEHISI OLEpaToOpOM
WM KHBIM IONYYHBIIAM [JOCTYIl K IEPCOHAIBHBIM JAaHHBIM JIAIOM TpeOOBaHWE HE IOIMyCKaTh WX
pacIipocTpaHeHre 0e3 coIllacHs CyOBeKTa IEpCOHATBHBIX [JAHHBIX WM HAIMYHS HHOIO 3aKOHHOIO
OCHOBAHUSL.

MesxcereBoii 3Kpan — JIOKaIbHOE (OFHOKOMIIOHEHTHOE) WM (yHKIMOHATBHO-PACIIpENeIeHHOe
IPOrpaMMHOE (IIPOr PAMMHO-AIIIAPATHOE) CPEZICTBO (KOMILIEKC), Peai3yroIee KOHTPOIb 33 HHpOpMaIueit,
mocTynaromel B HH(OPMALOHHYIO CHCTEMY IEPCOHANBHBIX [MaHHBIX W (WIM) BBIXOLAMEH w3
MH()OPMAITHOHHON CHCTEMEL.

Hapymmarens 06e300acHOCTH HEPCOHAJBHBIX NAHHBIX — (DH3MYECKOE A0, CIy4aiiHoO PUTH
IPEIHAMEPEHHO COBEPIIAIOIIEE JICHCTBHS, CIENCTBHEM KOTOPBIX SIBIISIETCS HApYITIeHHe Oe30IacHOCTH
IIEPCOHATBHBIX JAHHBIX IIPH MX 00pabOTKe TEeXHWYECKWMM CpPEZCTBAMH B HH()OPMAUMOHHBIX CHCTEMAX
HIePCOHANIGHEIX JIAHHBIX.

HeasTomMaThsnpopannasi  00pafoTka  HepcOHANBHBIX  JaHHBIX —  00paboTka
HNEPCOHANLHBIX NAHHBIX, COAEpXKAIMUXCS B MH(OPMAIMOHHOW CHCTEME HEPCOHANBHLIX IAHHBIX
b0 M3BIEYECHHBIX M3 TaKOH CHCTEMBI, CUMTAaeTCsS OCYIIECTBICHHOM 6e3 HCIOIB30BaHUI CPENCTB
ABTOMATH3alMK (HEABTOMATHU3MPOBAHHOM), €CIIM TaKkve ACUCTBHUS C TIEPCOHANBHBIMU JaHHBIMH, KaK
HCIIOJIb30BaHUE, YTOYHEHHE, paclIpOCTpaHeHHWe, YHUYTOXKCHHWE IePCOHATBHBIX MaHHBIX B
OTHOINEHMH KaXJ0ro H3 CyOBEKTOB IEPCOHANBHBIX JAHHBIX, OCYIIECTBISIOTCS  IIPH
HEIIOCPEJICTBEHHOM YJaCTHH YeIoBeKa.

Henexnapuposasnble  BO3MOKHOCTH —  (YHKIMOHAIBHBIE  BO3MOXHOCTH  CPEZICTB
BBIYUCIATELHON TEXHVKH, HE OIMCAHHBIC MM HE COOTBETCTBYIOIME OIMCAHHBIM B JOKYMEHTAIMH, TIPH
HCIIONE30BaHAM KOTOPBIX BOMOXKHO HapylleHHe KOHQUNEHIMAIBEHOCTH, JOCTYITHOCTH MIIH LIEIOCTHOCTH
obpabarsBaeMoit HHGOpMATTHH.

HecanxknuonmpoBaHHbIii J0CTYT (HECAHKITHOHUPOBAHHLIE EHCTBAN) — TOCTYIT K MHGOpMALTAT
WM fedcTBus ¢ uH(OpMaimMel, HApyINAronMe IPaBUiia pasrpaHuteHHs AOCTYIA C HCIOIL30BAHHEM
IITaTHBIX CPEJICTB, IPEIOCTABRISIEMBIX HH()OPMAITMOHHBIMH CHCTEMAMH TIEPCOHAIBHBIX JaHHBIX.

Hocureny wnagopManmm — (QU3MYecKoe JMI0 WIH MaTepHATGHBIT OOBEKT, B TOM dHCIE
¢rsryecKoe none, B KOTOpoM HHGOPMAISE HaXOUT CBOE OTPaYKEHHE B BAJIE CHMBOJIOB, 00pa30B, CHTHAJIOB,
TEXHUYECKHX PEIICHIH 1 IIPOLIECCOB, KOJIMUECTBEHHEBIX XapaKTePHCTHK QU3MIECKHX BETHYIHH.

ObesmmunBaHHEe IE€PCOHANBHBLIX [AHHBIX — JIeHCTBHS, B pe3ylbTaTe KOTOPBIX
HEBO3MOXKHO OIPENEeNNTh IPHHAANEKHOCTh IEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBLEKTY
[IEPCOHATBHBIX aHHBIX.

Ob6paboTka MEepPCOHANBLHBIX JAHHBIX — JCHCTBHS (ONEpaIlii) ¢ MEePCOHATLHBIME JAHHBLIMH,
BKIIOYas cOOp, CHCTEMATH3allMIoO, HAaKOIUICHWE, XpaHeHWwe, yTouHeHue (OOHOBICHWE, W3MEHEHHE),
HCIIONB30BAHME, paClIpocTpaHeHWe (B TOM UHCIE Iepefady), obOe3nMuuBaHue, OIOKHpOBaHWME,
YHHITOXKEHHUE IEPCOHAITHBIX JaHHBIX.

O0menocTrynHele NeEepCOHAJNIbLHBIE JaHHBbIE — IEPCOHANBHBIE  JaHHBIE, JOCTYII
HEOIpaHM4YEHHOI'0 Kpyra JIHI] K KOTOPBIM IIPEIOCTaBIEH C COINIachsi CyOBEeKTa IepCOHAIBHBIX
JAaHHBIX MM Ha KOTOPHIE B COOTBEICTBUM C (pelepalbHBIMH 3aKOHAMH HE PACIIPOCTPAHSETCS
TpeGoBaHUe COOIIOACHUS KOHPUIEHITHATIHLHOCTH.

Onepatop (mepcoHANBHBIX JaHHBIX) — IOCYNAapCTBEHHBIM Oprad, MYyHWUIWIIANGHBIA OpraH,
IOPUIMYECKOE WM (H3MUECKOE JIMIO, OpraHusyiomiee M (WIHM) OCYIIECTBILIOINEE 0OpabOoTKY



TIEPCOHATGHBIX JIAHHBIX, 4 TakKe ONpeeILIoMpe el X coiepkaHue 00pabOTKM IepCOHATBHBIX
JTAHHBIX.

IepexsaT (MHpOpMANUK) — HETIPABOMEPHOE IIOJIyYeHHE HH(MOPMAITHH C UCIIOIH30BAHHEM
TEXHUYIECKOTO CPEJICTBA, OCYIIECTBILIIONEr0 OOHApYKEeHHE, IpHeM B 00paboTKy MHGOPMATHBHEIX
CUTHAJIOB.

IlepconanpHbie MaHHBIE — TF00as MHGOpPMANKS, OTHOCAIMA’CS K OIPENENICHHOMY WIIH
OIIpeNeNsIeMOMY Ha OCHOBAaHWM Takoit uHpopManuu (Hu3ddeckoMy MY (CyOBEKTY HEepCOHATBHEIX
TAHHBIX), B TOM YHCJIE ero (hamMuiIus, UMsi, OTIeCTBO, TOJI, MECAII, aTa H MECTO POXKAEHUS, aapec,
ceMeifHoe, COIUATbHOE, UMYINECTBEHHOE MOJIOKEeHUE, 00pazoBanue, mpodeccus, JOXOAbl, ApyTrasd
rHpopManHs.

[ToGo4HbIe 31eKTPOMATHATHBIEC M3JIyYeHNs H HABOJKH — 2JIEKTPOMAarHUTHbIE H3IyICHHS
TEXHHYECKHX CPEICTB 00paboTkM 3amurmaeModl HHGOPMAIHE, BO3HMKAIOIMUE Kak MOOOUHOE
SBIICHAC W BBI3BAHHBIC S3JCKTPUYSCKUMH CHTHAllaM¥, JCHCTBYIOIMMMU B KX OJJIEKTPHYCCKHX U
MArHHTHBIX IEISX, & TAKKE JJIEKTPOMAarHHTHBIE HABOJKHM 3THX CHIHAIOB HAa TOKOIPOBOISILIHE
TUHUY, KOHCTPYKIIMU U T THUTAHUSL.

IHoamuTHKa  «YHCTOTO0  CTOJIA» —  KOMIUIGKC  OpTraHW3al[MOHHBIX  MEPOIPHUSITHIA,
KOHTPOJMPYIOIIUAX OTCYTCTBHE 3alUCHIBaHWS HA OyMaKHBIE HOCUTEIM KIIOUeH W aTpuOyTOB
noctyma (maponiei) 1 XpaHeHus uX BOMU3H 06BEKTOB JOCTYIA.

IHoab3oBaTenb HWHGOPMAIMOHHOH CHCTeMbl INEePCOHANBHBIX [JAaHHBIX — JIHIIO,
y4acTByiomee B (YHKIIMOHHPOBAHWH HWHGOOPMAITMOHHOW CHCTEMBI IEPCOHANBHBIX AAHHBIX HIIN
HCIONB3YIOIIee Pe3yIbTaThl ee QyHKIIMOHUPOBAHHUSL.

IIpaBnna pa3srpaHudeHdsi JOCTYNAa — COBOKYIIHOCTE IIPAaBHJI, PETIAMEHTHPYIOIMUX IIpaBa
JTOCTyTIa CyOBEKTOB JI0CTYyIa K 00BheKTaM JOCTyIIa.

IIporpaMmMHas 3ak/jaagKa — KOJI IIPOTpaMMBI, IpeTHAMEPEHHO BHECEHHBIA B IIPOrpaMMy C
IENBI0 OCYIIECTBHTH YTEUKy, H3MEHHTb, OJOKHPOBaTh, YHHYTOXHTh HHGMOPMAIIMIO WU
VHHYTOXKATE H MOAHGMUIMPOBATH MpOrpaMMHOe obecredeHne HHPOPMAIMOHHOW CHCTEMEI
TIEPCOHABHBIX JAHHBIX ¥ (MJIK) OJIOKHpOBaTh alllapaTHbIE CPEACTBA.

IIporpammsuoe (mporpaMMHoO-MaTeMaTHYeCKOE) BO3JeHCTBHE — HECAHKIIHOHUPOBAHHOE
BO3JICHCTBHE HA PECypChl aBTOMATH3MPOBAHHON MH(OPMAITMOHHOH CHCTEMBI, OCYLIECTBIIEMOE C
KCIIOJIb30BAaHHEM BPEIOHOCHBIX IIPOTPaMM.

PackpbiTHe ©NEpPCOHAJBHBIX [JaHHBIX — YMBIIUIEHHOE HIHM CIIy4allHOE HapyIIeHue
KOHOHACHIHATEHOCTH IEPCOHATBHBIX TaHHBIX.

Pacmpocrpanenue mepcoHAJbHBIX TAHHBIX — JIEHCTBUSI, HallpaBlIEHHBIE Ha Iepexady
MEPCOHATBHBIX JTAHHBIX ONPENEICHHOMY KpYyTy JHIl (Tlepefada HEepCOHANBHBIX [AHHBIX) HIIM Ha
O3HAKOMJICHME C TIEPCOHANBHBIMH J[aHHBIMM HEOTPaHHUEHHOI'O Kpyra JHI, B TOM YHCIE
00HApOAOBaHKME IEPCOHANBHBIX MAHHBIX B CPENCTBAX MAaccOBOM HH(OpMAaIHH, pa3MENICHHE B
UHGOPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETSIX WM [IPEJOCTABIEHHE HOCTYIA K IEPCOHATBHBIM
JTAHHBIM KaKAM-TTMO0 HHBIM CIIOCOO0M.

Pecypc mndopManmonnoii cHCTeMbI — IMEHOBaHHBIM 3IEMEHT CHCTEMHOTO, IIPHUKIIATHOIO
WK alapaTHOro obecreueHus GyHKIHOBMPOBAHUI HHGOPMAIIMOHHON CHCTEMBL

CoenHajbHble KATErOpHH TEPCOHAJBHBIX [JAaHHBIX — IIEPCOHAIBHBIE JAHHBIE,
Kacaroluecs pacoBO¥, HAIIMOHATIBHON IPUHAIEKHOCTH, MOIMTHYECKMX B3TISAI0B, PEUIMO3HbBIX
wim hunocodekux yoexkIeHnH, COCTOSIHAS 30POBbS ¥ HHTHMHOM XKHU3HH CYOBEKTa NEPCOHATBHBIX
JAHHBIX.

CpencrBa BLIMHCHTEIHHOM TEXHHKH — COBOKYITHOCTB IIPOTPAMMHBIX M TEXHIHYECKHX 3IEMEHTOB
CHCTeM 00pabOTKH AHHBIX, CIIOCOOHBIX (DYHKIMOHHMPOBATH CAMOCTOATENBHO HIIM B COCTABE APYTHX
CHCTEM.

CyobexT mocryna (cy0bekT)— JHII0 WM IIPOLECC, ACHCTBHSA KOTOPOTO PErTAMEHTHPYIOTCS
TIPaBHJIAMH pasTpaHUueHMs JOCTYIIA. '

Texumdeckuii KaHAI YTeIKH HHPOPMAMA — COBOKYITHOCTh HOCHTEN HH(pOpMaIy (CpeicTBa
00paboTKe), (GU3MIECKOM CpeIbl PacpOCTPaHeHHs] MH(GOPMATHBHOIO CHIHAIA M CPEACTB, KOTOPBIMH
JoOBIBaeTC 3amuiaeMast HHGopMarus.



Texnuveckue cpencrBa HH(POPMANHOHHOH CHCTEMBI IIEPCOHAIBHBIX JAAHHBIX — CPEICTBA
BBIMHCIIMTEBHON TEXHUKH, HHQOPMAITMOHHO-BEIMUCIUTENHBIE KOMIUIEKCH M CETH, CPENCTBA M CHCTEMEI
nepefaud, npuema u obpaGotkm IIJIl  (cpemcTea M CHCTEMBI 3BYKO3AlMCH, 3BYKOYCHJICHHS,
3BYKOBOCIIDOM3BEZICHUS], IIEPETOBOPHBIE M TENEBU3HOHHBIE YCTPOHCTBA, CPENCTBA M3TOTOBJIEHUS,
TUPaXAPOBAHKS JOKYMEHTOB U APYTrHe TEXHUUECKHE CPeICTBA 00pabOTKH peyeroH, Tpaddeckoii, BHIEO- u
OykBeHHO-IM(pPoBoH MHGOpMAIMK), NPOrpaMMHBIE CpPEACTBA (ONECPAIMOHHBIE CHCTEMEL, CHCTEMEI
yIpaBneHus 6a3aMH JaHHBIX H T.I1.), CPEJCTBA 3aIUTH MH(OPMALIHH, IIPAMEHSIEMBIE B HH(DOPMAITMOHEIBIX
CHUCTEMAX.

Tpancrpann4sas nepegayia nepcoHAJLHBIX JAHHBIX — epeiadya MePCOHANBHEIX JAHHBIX
omepatopoM depes ['ocymapcTBeHHyro rpanuity Poccumiicko#i @epeparmuu oprany BIacTH
MHOCTPAHHOTO IOCYAAPCTBa, (PU3UIECKOMY HIIM IOPUAMIECKOMY JHITy HHOCTPAHHOTO TOCYIapCTRa.

¥Yrposel 0e30maCHOCTH  NEPCOHATBLHBIX JAHHBIX — COBOKYITHOCTh YCHOBHH X (haxTOpOB,
CO3/IAFOIMX OIACHOCTh HECAHKIMOHMPOBAHHOIO, B TOM HHCJE CIy4aiHOTrO, JOCTYNA K TEPCOHALHBLIM
JIAHHBIM, PE3yJIETaTOM KOTOPOIO MOXKET CTAaTh YHMUTOXKEHWE, M3MEHEHHe, ONOKMpOBaHHMe, KOIMPOBAHE,
PacIpoCTpaHeHre IIEPCOHANBHBIX JAHHBIX, a TAloKe HHBIX HECAHKIMOHMPOBAHHBIX ICHCTRMM HpH MX
o6paboTie B HHPOPMAIHOHHOH CHCTEME HEPCOHATEHBIX JAHHbIX.

YHHYTOKeHHE NEPCOHANBHBIX NAHHBIX — JCHCTBHS, B PE3YJbTaTe KOTOPEIX HEBO3MOXKHO
BOCCTAHOBHTH COIEPKAHUE IIEPCOHAIBHBIX JAHHBIX B MHGOPMAITMOHHOMN CHCTEME TIEPCOHANBHEIX JAHHBIX
MM B pe3yNbTaTe KOTOPBIX YHHYTOXKAIOTCS MaTepraIbHbIE HOCUTENN IIEPCOHATBHBIX TAHHBIX.

Yreuka (Gammmaevoi) HHpOpMAIMH N0 TEXHHYECKAM KAHAIAM — HEKOHTPOIMPYEMOE
pactipocTpaHeHue MH(QOPMAIME OT HOCHTENI 3allnaeMoil HHGOpMAIH Yepe3 (DU3HUECKYIO CpELy [0
TEXHHYECKOTO CPEZICTBA, OCYILECTRISIOIIETO IEpeXBaT HHPOPMAITHH.

Ys3BuMocTh — €1aboCTh B CPEZICTBAX 3aUIUTHL, KOTOPYIO MOXKHO HCIOJNB30BATh I HAPYIIIEHHS
CHCTEMBI WM coziepykarnieiics B Heil madopMarmm.

HenocrHocts wnHpopManmy — crIocOOHOCTH  CPENCTBA  BBRIMMCIMTEIBHOM —TEXHHKM MM
ABTOMATH3HPOBAHHOMN CHCTEMBI 00ECTIeUMBAaTh HEM3MEHHOCTh HH(OPMAIMH B YCIIOBHSX CITYHAMHOrO H/HIH
IIPETHAMEPEHHOTO MCKeKEHHMS (PaspyIIeHMs).



1 OBO3HAYEHMS U COKPAIIIEHUS
ABC — anTHBHpYCHEIE Cpe/ICcTBa
APM — aBTOMaTH3MPOBAHHOE paboyee MeCTo
BTCC — BcnomorarensHBIe TEXHMUECKHE CPEICTBA B CHCTEMBI
WCI1s — vadopMarMosHast CHCTEMa IePCOHATBHEIX JAHHLIX
K3 — xorTpOomipyemas 30Ha
JIBC — nokaImeHas BEMUCIMTENHHAS CEeTh
MD — MexceTeBo#M 3KpaH
HC/I — HecaHKIMOHMPOBAHHBIN JTOCTYI
OC — oneparoHHas cucTeMa
OY — obpazoBarenmbHOE YIpEeIKICHHE
1118 — mepcoHaTbHEIE TaHHBIE
IIMB — nporpaMMHO-MaTeMaTHIeCKOe BO3/IEUCTBHE
I1O — nporpammuoOe obecredeHne
I[TOMIH — nno6ouHBIe SNEeKTPOMATHATHBIE M3TYUEeHHS ¥ HABOIKH
CA3 — cucTeMa aganm3a 3aIHIeHHOCTH
C3H — cpencta 3amuThl HHGOPMAITHH
C3I1/JJE — cucreMa (ogcucTeMa) 3aIuThI IEPCOHAIBHEIX JAHHBIX
COB — cucrema 00HapyKESHUS BTOPXKEHUMH
TKYHY — Texmmtdeckiie KaHAMb! YTEIKH HH(GOpMAITig
YBIT/IH — yrpo3bl 6e301acHOCTH MePCOHATNBHBIX JAHHBIX
AWb — AnqvurvcTpaTop HHGOPMAIMOHHON 6e30IIacHoCTH



INPUJIOKEHHE 1 BBEAEHUE

Hacrosimmas [onutrka nrGopManmonHoii 6e3omacHocty (nanee — [lomutuka)

MyHHUIHIATBEHOTO aBTOHOMHOI'O 00pa30BaTEbHOTO YUPEXKICHHS JOIOIHUTEIHHOTO 00pa3oBaHug
«llentp momomHMTENEHOrO oOpazoBamus nerei» (mamee - OY) sBusgeTcs OoQUIUATBHBIM
JTOKYMEHTOM.

ITonuTHka pa3paboTaHa B COOTBETCTBUHU C LEISIMH, 3a7a4aMi W IPUHIKIIAME obecreueHus
6e30macHOCTH TEepPCOHANBHBIX JAaHHBIX, W3NOXKEeHHRIX B KoHuenmuu UHOOPMAITHOHHON
6e3onacuaocta UCITJa OV.

IlonuTuka paspaboTaHa B COOTBETCTBUU ¢ TpeOoBaHusIMH DenepalbHOrO 3akoHAa OT 27
utonst 2006 r. Ne 152-03 «O mepconanbHbIX naHHBX» U [loctaHoBnenus llpaButenscrBa PO or
01.11.2012 Ne 1119
"O6 yTBepxkIeHMM TpeOOBaHMM K 3alMUTe NEPCOHAIBHBIX MJaHHBIX HOpu HX 00paboTke B
HH(POPMAIHOHHBIX CHCTEMAX MEPCOHANBHBIX JaHHBIX ', HA OCHOBaHUMU!

«Pexomenmanuit mo ofecnedueHHI0 OE30MACHOCTH IIEPCOHANBHBIX MAHHBIX 1pPH HX
obpaboTke B WHDOPMAIMOHHBIX CHCTEMaX NEPCOHANBHBIX JaHHBIX», YTBEPKICHHBIX
3amectutenem aupekropa @CTIK Poccum ot 15.02.2008 r.;

«TumoBbIX TpeGoBaHWI IO OpraHM3aldl ¥  O0ECHEUeHHI0 (QYHKIHOHUPOBAHUS
G POBATLHBIX (KpUIITOrpaduUIeckiX) CpecTB, IpeAHa3HaueHHBIX I 3alMTE HHQOpMalK, He
coJlepKalell CBeIeHHH, COCTABIIIIONINX IOCYAaPCTBEHHYIO TalfHy B ClIydae UX MCIONB30BAHMS JUJIL
obecrieyeHus 0e30IacCHOCTH TMEPCOHATBHBIX JAHHBIX TNpH WX 00paboTke B HMHGOPMAUHOHHBIX
CHCTEMaX IIepCOHANPHBIX JAaHHBIX», YyTBepXIeHHBIX pykoBoacTBoM &8 Ilemtpa ®Cb Poccuu
21.02.2008 1. Ne 149/6/6-662.

B Tlonmutuxe ompeneneHsl TpeboBaHHS K HEpCOHATY, 3aJeWCTBOBaHHOMY B paboTe ¢
UCTIJIlua OV, cTemeHb OTBETCTBEHHOCTH IIEPCOHANA, CTPYKTypa M HEOOXOJUMBIA YpPOBEHL
3AIMUAINCHHOCTH, CTATyC MW JOJDKHOCTHBIE OOS3aHHOCTH COTPYIHUKOB, OTBETCTBEHHBIX 324
obecrieuenne 6e3omacHOCTH epcoHaTbHBIX JanubX B MUCIIIH OY.



1. Obmue noJ10KeHUA

Lenero HacTosmeit [lomuTuky sBisercs obecneuenne 6€30MacHOCTH 0OBEKTOB 3armuTel QY
OT BCEX BHIOB YTPO3, BHEINHMX ¥ BHYTPEHHMX, YMBIIUIEHHBIX M HeUPEIHAMEPEHHBIX,
MUHMMH3AIHA ynepba oT BO3MOKHOR peanusaruy yrpo3 6ezomacuocty IIx (VYBIL/IH).

bezomacHOCTh IIEPCOHAITBHBIX JTAHHBIX JIOCTHTAeTCS IIyTEM HCKITIOYUCHHUS
HECaHKIMOHMPOBAHHOIO, B TOM YHCJIE CIy9aiHOro, AOCTyNa K IEPCOHATBHBIM JaHHEIM,
PEe3yIBTaTOM KOTOPOTO MOXET CTaTh YHHYTOXEHHE, M3MEHEHHE, OIOKHpOBaHKE, KONHUpPOBaHWE,
pacupocTpaHeHue NEPCOHANILHBIX JaHHBIX, a TAKIKE HHBIX HECAHKITHOHUPOBAHHEIX JNEeHCTBHI.

Wudopmanns u cBA3aHHBIE C HEHl PECYpPCHl HOJUKHBL OBITH JOCTYIHBL [JI ABTOPH30BAHHBIX
nonb3oBarenedl. JIOJDKHO OCYINECTBIATBCS CBOEBPEMEHHOE OGHApY)XCHHE W pearnpoBaHHE Ha
YBIIIH.

JOKXHO OCYyImEeCTBIATECS IPEOTBPAIIeHIEe IpeIHAMEPEHHBIX UK CITyIalHBIX, YACTHIHbIX
HJTH IOJTHBIX HECAHKIIMOHUPOBAHHBIX MOTUMUKAIIHN WA YHHUITOKEHUS TAaHHBIX.

Cocra 06BEKTOB 3aIHTHI IPEJICTABNICH B IIEPEUHE 3AlTHINAeMON HHDOPMAIIHH.

Cocras UCII/Ir nomnexamux 3amure, npeacrasier B OTdere 0 pe3yibTarax IpOBEICHUS
BHYTPEHHEH IIPOBEPKH.



2. ObaacTe geilcTEHA

Tpebopanuss mHacrosimed I[lomMTUKE pPacOpOCTpaHAIOTCS HAa BCEX COTPYAHHKOB OV
(IuTaTHBIX, BPEMEHHBIX, paboTaroIMMX II0 KOHTPAaKTy M T.II.), a TaloKe BCEX MPOYMX JIHI] —
IpeACTAaBUTENECH OpraHu3alnuii, KOTOpPHIE HAxO[ATCI B [JOTOBOPHBIX OTHOIIEHHIX ¢ QY
(TOIPAMIAKH, ayTUTOPHI | T.IL.).



3. CucreMa 3aUTHI NEPCOHAJBHBIX TAHHBIX
Cucrema 3amuThl nepcoHanbHBIX JauHbX (C3I1/IH) cTpouTcs Ha OCHOBAHHH:

OTueTa 0 pesynpTaTax IIPOBENEHHWS BHYTpPEHHe#H npoBepku (paspabarhiBaercs
MHIUBHAYAIBHO A7 00pa30BaTeNbHOTO YUPEKICHHS);

Ilepeuns 3amumaemoil nHGOPMATIHHT;

Mogena yrpo3 6e30macHOCTH IEPCOHANBHBIX JAHHBIX (pa3pabaThIBacTCs WHIHBHUAYAILHO
JUIsL 06pa30BaTENBHOTO YUPEKACHHUS);

Ilonoxerus 0 pasrpaHUHYEHHH IPaB JOCTyNa K 00pabaThIBAEMBIM TIEPCOHANBHBIM JAaHHBIM
(PazpemuTensHas cHCcTEMA IOCTYIIA K IEPCOHATHLHBIM JaHHEBIM);

Pyxosomsamux nokymenToB @CTOK u ®Ch Poccun.

Ha ocHOBaHMH 3THX JOKYMEHTOB OIpEZENseTcs HeoOXOAMMBIH YpOBEHb 3aIlUINEHHOCTH II1/[H
xaxgo HMCII[IE OVY. Ha ocHoBaHum aHamm3a akTyalbHBIX YTPO3 6eszomacuoctr I1/]H,
omucanHoro B Mogenun yrpo3 m Otyera o pe3ynbTaTaX IpOBEAEHHMS BHYTpEHHEW NIPOBEpKH,
JeNaeTcs  3aKiIOYeHHe O  HeoOXOAMMOCTH  MCIONB30BAHUS  TEXHUUECKHMX CPEICTB |
OpraHM3allMOHHBIX  MepoIpusTuéi g obecmedeHust OesomacHoctd I1JIH.  Bribpanneie
HEoOXOUMBIE MEPOIIPHATHS OTpakaroTcs B [Inane MeponpusaTuii no odecredeHnto 3amuTs! [1/]H.

Hna xaxpot MCII[H momxedn OBITH COCTAaBIEH CIIMCOK HCIIONB3YEMBIX TEXHHYECKHX
CPEZCTB 3aIMUTEL, a TAKXKE IPOrpaMMHOTro obecTieueHust, ydacTByromero B oopabotke I1/In Ha Bcex
snementax VCII/Ix:

APM nonw3oBarenei.

Cepeepa NpHUIIOKESHHIH.

CVYB/L.

I'parwmme: JIBC.

Kanasne! nepemauu B ceT 0611ero nonbp30Banus U (MIH) MeXIyHApOIHOTO 00MeHa, €CIIH 110
HuM niepenarotcs [1J1H.

B zaBucumoctu ot ypoBHs 3amumesHocTd UCII/IH 1 aktyansHBIX yrpo3, C3IIJIH moxer
BKJTIOYATH CJIEIYIOMKE TEXHUUECKUE CPeCcTRA:

AHTUBUPYCHBIE CPEJICTBA A pabodrX CTaHITHI ITOTh30BaTElNell i CepBEPOB;

CPEICTBA MEXCETEBOI'0 SKPAHUPOBAHMUS,

cpeacTBa Kpunrorpadpudeckod 3ammquTel HHGOpMAIUHM, IpH Iepeaade 3amuimacMoi
WHQOpMAIIMHU IO KaHAIaM CBSI3H.

Taxoxe B CHUCOK TOJDKHBI OBITH BKITIOUEHB! (PYHKITAU 3alUTHI, 00ecleurBaeMble INTaTHLIMH
cpencrBamu obpabotku [1/lH omepanmoHHBEIMEH cucTeMamu, npukiagasM 110 u cnenuamsHBIME
KOMILIEKCaMH, PEaTH3yIONTAMHE CpeicTBa 3amuThl. CIHCOK (PYHKITHH 3aITHTE MOXKET BKITFOUATH:

yIOpaBleHHE U pa3rpaHudeHne JOCTYyIa MOIb30BaTelei;

PETHCTPAIIMIO U YUeT AeHCTBUI ¢ MH(pOpMAaITHE;

obecriedeHre IeIOCTHOCTH JaHHbBIX;

oOHapyXeHHe BTOPXKEHUH.

ChoucoK HCTIONBb3yeMbIX TEXHHUYECKHX CpPENCTB oTpakaercss B Ilmane mepompusatuii mo
00ECIIEUeHNIO 3alllUTHl IEePCOHANBHBIX JaHHBIX. CHOHCOK HCIONB3YEMEBIX CPEJCTB JOJIKEH
MOJICPKUBATECS B aKTYaIbHOM CcOCTOSHMM. [IpH H3MEHEHHH cocTaBa TEXHWYECKHX CPEICTB
sarmuTel 1 35eMeHToB UCITJIH, COOTBETCTBYIOIHE M3MEHEHHUS JJOKHBI OBITH BHECEHBI B CIIHCOK
¥ yTBEepXKACHBI fupekTopoM OV UM ITUIIOM, OTBETCTBEHHEBIM 32 obecnedernne 3amuTs! 1111,



4. Tpeboanus k moxcucremam C3I1/{n
C3I11n BrIrOUaeT B cebs ClenyIoNIue I0ICHCTEMEL:

yIIpaBJIeHUs] TOCTYIIOM, PETHCTPAIUHN B YIETa;

obecrniedueHus IEIOCTHOCTH B TOCTYIIHOCTH;

AHTUBHUDPYCHOM 3aIlUTHL;

MEXCETEBOT'0 DKPAHNPOBAHHUS;

aHalli3a 3allUIIeHHOCTH,

o6HapyXeHUs BTOPKEHHUH;

KpUnTOrpadQuuecKot 3aIuThL.

ITonpcucremer C3I1/In mMmeroT pasznuuHyio (yHKIIMOHATHHOCTH B 3aBHCHMOCTH OT KJjacca
WCII/[In, ompeneneHHOro B AkTe KnaccHU(uKanmuy HHGOPMAIMOHHOH CHCTEMBI MEPCOHAIBLHBIX
naasex. Coucok cooTBeTcTBHs ByHKIui noacucrem C3I1/IH knaccy 3amUIEHHOCTH TIPEACTABICH
B [Ipunoxenun 1.

a) Ilogcucrems! ynpaBieHHsl JOCTYIIOM, PETHCTPAIIHN B YIeTa

Iloxcucrema ynpaBieHHs JOCTYIIOM, PETHCTPAIUH U yJeTa IIpeJHa3sHaueHa IS pealu3auy
CIIEYIOIIHX (PYHKITHH:

HIEHTH(UKAIIMN U IIPOBEPKH IIOUIMHHOCTH CyOBEKTOB focTyma mpu Bxomae B UCITx;

UACHTH(UKAINY TEPMHHAIOB, Y3JI0B CETH, KAaHAJIOB CBS3H, BHEIOHWX YCTPOMCTB II0
JIOTHYEeCKUM HMEHaM;

HACHTHGHUKAIMKY [POrpaMM, TOMOB, KaTaloroB, (aiinos, 3ammced, moimeidl 3ammced 1o
HMeHaM;

peTUCTpanii¥ BxoJa (BBIXOZA) CYOBEKTOB JOCTylla B cHCTEMY (M3 CHCTEMBI), JIHOO
PETHUCTpaLMK 3arpy3Ku U WHUIIAATH3AITHH ONepalliOHHON CHCTEMEI B €€ OCTAHOBA.

PETHCTpalliK MOIBITOK JOCTyNa MNPOTpaMMHBIX CpeACTB (IIporpamMM, IPOIECcCOB, 3arad,
3aJIaHU) K 3aMMINacMbIM (aiinam;

PETHCTpallMy ITIOMBITOK JOCTYIA NPOTPAMMHEIX CPEACTB K TEPMHUHAJIAM, KaHajaM CBsI3H,
IporpaMMamM, ToMaM, kaTajioraM, datiinam, 3aucsaM, TOJIIM 3aITUCeH.

Iloncucrema ympaBieHHS HOCTYIIOM MOXKET OBITH pealli30BaHA C IOMOINBIO INTATHBIX
cpeactB obpabotku 11JlH (omepanumoHHBIX cucteM, npuioxernit u CYDB/]). Takke mMoxeT OBITH
BHEJ[PEHO CHEUMANBHOE TEXHWYECKOE CpPEACTBO MIM HUX KOMIUIEKC, OCYIIECCTRIISIONTUM
JOTIOTHUTENbHEIE Mephl 10 ayTeHTU(HKAIWKW W KOHTpoiro. Hampumep, npuMeHEHHEe €RMHBIX
XPaHWIUIT YYEeTHBIX 3amucell MMob30BaTeNlell U perucTpanroHHON HHGOpPMANWH, HCIOIb30BAHNE
OMOMETPHUECKUX M TEXHHIECKAX (C IIOMOIMBIO 3JIEKTPOHHEIX MPOIYCKOB) Mep ayTeHTHOHUKALHH 1
JIPYTHX.

b) Iloacucrema obGecnedeHHus EJTOCTHOCTH M JOCTYNHOCTH

IToncucrema obecrieueHus METOCTHOCTH U JIOCTYIHOCTH TIpeHa3HadYeHa JUTI 00ecIIeueHus
LETOCTHOCTH M goctynHocTH I1IH, mporpammubix u annapataeix cpeacte UCIIIa OV, a raxxke
CPEZCTB 3aIUTHI IPH CTyYalHOW WM HAMEPEHHON MOIH(AKAITHH.

IlomcuctemMa peanus3yercs C IIOMOINBIO OpraHM3alliM  PE3EPBHOTO  KOIMPOBAHHS
00pabaTEIBaeMbIX JaHHBIX, a TAKXKE pe3epBHpOBaHUEM KioueBbIX 31eMenToB UCII/Tx.

¢) Iloacucrema aHTHBUPYCHOH 3aIATHI

IloncucTtemMa aHTHBUPYCHOM 3aIWTHI IpefHA3HadeHa sl O0ECledeHHsS AaHTUBHPYCHOH
3amuTsl cepBepoB 1 APM none3oBareneit UCI1Ia OVY.

Cpencrea aHTUBHPYCHOH 3aIMTHI IpEeIHA3HAYEHBI U1 pealu3aliy CIeAyIomuX QyHKITHH:

PE3UCHTHBIA aHTHBAPYCHBIA MOHUTOPYHT

aHTHBUPYCHOE CKaHWPOBAHHUE;

CKpHUNT-OII0KMPOBAHHUE;

[eHTPATH30BaHHAs/yJaJIeHHAs  YCTAHOBKA/IEWHCTAULIIUS  aHTHBHPYCHOTO  IPOMYKTa,
HacCTpoWKa, aqMHHUCTPHPOBAHUE, IIPOCMOTP OTUETOB M CTaTUCTHYECKOH MHpopMarmu 1o pabore
TPOJTyKTa;

ABTOMAaTH3UPOBAHHOE OOHOBIIEHNE aHTHBUPYCHBIX 0a3;

OTpaHW4YEHHE IIpaB MONB30BATENsi HA OCTAHOBKY HCIONHSEMBIX 3a7ady W W3MEHEHHE
HACTPOEK aHTHBHPYCHOTO IIPOTPAMMHOT0 0OecIIeueHus;



aBTOMATHYECKHH 3aIlyCK cpa3y II0cIIe 3arpy3KH ONepariOHHON CUCTEMBL.

IToncucrema peamsyercs ITyTeM BHEIPEHUS CIEIMAIBHOTO AaHTHBUPYCHOTO HIPOTPAMMHOTO
obecneuenus Ha Bee anemenTsl UCTT]IH.

d) Iloacucrema MexkceTeBOro IKpAHHPOBAHHNA

IloncuecreMa MeXCETEBOTO SKpaHMPOBAHHS INpelHA3HAUEHA I PeaTU3aIliyl CIIEAYFOITIX
byHKIH:

¢buIBTpanuE OTKPHITOTO W 3amm(ppoBaHHOrO (3akpeiToro) IP-Tpaduka mo pasnuaHBIM
apaMerpam;

¢uxcanuy Bo BHYTPEHHUX XypHATaX HHGOPMAIHH O MIPOXOAAIIEM OTKPBITOM H 3aKPBITOM
IP-tpaduxke;

UACHTU(GUKAIIME U ayTeHTU(HUKANUMH aJIMHHHACTPATOpA MEXKCETEBOT0 SKpaHa IpH ero
JOKaJbHBIX 3allpocax Ha JOCTYII;

perucrpanuy Bxona (BBIXOAA) aJMHHHCTPATOpa MEXKCETEBOTO 3KpaHa B CHCTEMY (M3
CHCTeMBI) TU00 3arpy3Ky U MHAITHAIHU3AIUY CUCTEMBI U €€ IIPOTPaMMHOT0 OCTaHOBA,

KOHTPOIIS IEIOCTHOCTH CBOEH MporpaMMHOHR 1 UH)OPMAITMOHHOH 9acTu;

(bMIbTpaIXH TAKETOB CIY)KEOHBIX TPOTOKOJIOB, CIYXAIMUX 1 AHATHOCTUKY U YIIPaBICHUS
paboToi CeTeBBIX YCTPOUCTB;

(GUIBTpalMl ¢ YY9E€TOM BXOJHOTO W BBIXOJHOTO CeTeBOro uHTepdelica Kak cpencTBa
IIPOBEPKH IIOITMHHOCTH CETEBBIX aJPECORB;

PETHCTpalMy | y4eTa 3alpalliBaeMbIX CEPBHCOB IIPUKIATHOTO YPOBHS;

OJIOKMPOBAHUSA JOCTYIa HEHICHTU(UITHPOBAHHOTO OOBEKTa WM CYyOBEKTa, MOUTHHHOCTH
KOTOPOT'O IIpH ayTeHTHU(HUKAIMY He [TOATBEPIIIACEH, METOAAMH, YCTONTHBEIMHE K TIEPEXBATY;

KOHTPOJIS 32 CeTeBOH aKTUBHOCTHIO IPUIIOKEHUH U 00HAPYKEHUS CETEBBIX aTak.

Ilomgcucrema — peanu3yeTcss — BHEApeHHWEM  MPOTPaMMHO-aNapaTHBIX  KOMILIEKCOB
MeKCeTeBoro sKpaHrpoBaHus Ha rpanune JIBC, knaccom ne Huxe 4.

e) Iloacucrema aHaTH3a 3aIMINEHHOCTH

Iloncucrema apanm3a 3alIMINEHHOCTH HOJKHA OOECIEUMBATH BBLABICHUS YS3BUMOCTEH,
CBA3aHHBIX ¢ ommbkamu B koH(urypamuu [10 HCII[IH, koTOphie MOTYT OBITH KCIIONB30BAHBI
HapyIIUTENeM IS pean3alliy aTaky Ha CUCTEMY.

OYHKIHOHATBHOCTh ITOJCHCTEMBI MOXET OBITH pealiM30BaHa NPOTPAaMMHBIMH M
[IPOrpaMMHO-aIIapaTHEIMHE CPEACTBAMH.

f) Iloacucrema oOHApYKEHHS BTOPMKeHUH

Ioncucrema oOHapyKeHHs BTOPKEHUH JOJKHA 00ecTieunBaTh BBIIBICHUE CETEBBIX aTaKk Ha
anemenTsl VCIIJIH, nofakimodeHHBIE K CETAM OOIIEro MONb30BaHWS W (WIHM) MEXAYHApPOOHOTO
obMeHa.

OyHKOHOHATHHOCTE  [IOJACHCTEMBI MOXET OBITh pealH30BaHa IIPOTPAMMHBIMH U
IpPOrpaMMHO-aNIapaTHEIMU CPEICTBAMH.

g) Ilogcucrema kpunrTorpadpuieckoii 3aIMUTHI

[TomcucremMa kpunrorpadudeckoil 3aIlmuThl NpeAHasHaueHa ansd mcxmouenus HCJ x
samurqaemodt mrHbopMarmu B VCII[In OV npu ee mepemade IO KaHAjaM CBSA3H ceTed olimero
TI0JIH30BaHHS H (HJIH) MEXIyHapOIHOTo 0OMeHa.

[TomcucremMa peanusyercs BHEOPEHHEM KpUNTOrpadMUecKUX NporpaMMHO-alllapaTHBIX
KOMIIJIEKCOB.



4. Tloaszosarenmm UCIIIn

B Konnenumn #HOGOpManuoHHOH 0€30NACHOCTH OIpPEJENCHBl OCHOBHBIE KATETOPHH
monb3oBareneif. Ha oOCHOBaHMM 3THX KaTeTOPHH [OIDKHA OBITH IIPOM3BEICHA THIIH3AITHUS
nons3oBateneit ICII/IH, onpenenen UX ypoBeHb AOCTYIIA U BOZMOXKHOCTH.

B UCIIr OV MOXHO BBIAECNUTH CIEIYIONIHE I'PYNHbI 110Jb30BaTenel, y4acTBYIOIUX B
obpaboTke u xpanennu I1][H:

Anmmvunuctparop UCITH;

Anvunuctparop 6ezonacHocTa UCIIH;

Omnepatop APM;

AMIHUCTPATOP CETH;

Texnndeckuii cienuamicT Mo 06CITy)KUBaHUIO Iepu(epuiiHoro 060pyI0BAHMS,

IIporpammuct-pazpabotunx MUCIT/IH.

JlanHble 0 rpynmax MOJB30BATENAX, YPOBHE MX IOCTYNA U HMH(POPMHPOBAHHOCTH IOJHKEH
OBITH OTpaxkeH B [lonoxxeHun 0 pasrpaHudeHNU IpaB AocTyna K 00pabaTbiBaeMbIM IIEPCOHATHHBIM
JTAHHBIM.

h) Anvmamcrparop HCILAn

Amvunuctpatop VCIIIH - cotpynauk OV, OTBETCTBEHHBIH 3a HacTpoHKy, BHEApPEHHE U
conpooxaenue UCIIIa. ObecneunBaeT (HyHKIHOHAPOBAHKE ITOJACHUCTEMBI YIIPABICHHS JOCTYIIOM
UCIIJlH m ynoiHOMOYEH OCYINECTBITH MpelOoCTaBIeHHE U pasTpaHUueHHe JIOCTyIa KOHEUHOTO
nonp3oBaTens (oneparopa APM) k aneMeHTaM, XpaHAITUM [IepCOHATIBHBIE TaHHEIE.

Anmvunuctparop UCIIIr o61amaet cnenyromuM ypoBHEM TOCTYTIA U 3HAHUHA:

obnanaeT moHOH HHGOpPMAIHEH 0 CUCTEMHOM H IPUKIATHOM IIPOrpaMMHOM o0ecIeueHun
UCIIdx;

o0nagaer MOMHOH HHMOPMAIHEH 0 TEXHUYECKHX cpeacTBax u Konurypanuu UCIIIH;

HMeeT JOCTYI KO BCEM TEeXHHYECKMM cpelcTBaM 00paboTku HMHGOpManWyM W JaHHBIM
UCIIx;

obmajgaer mpaBaMH KOH(PHUIYPHUPOBAHHS W aIMHHHACTPATHBHOW HACTPOMKH TEXHUUECKHX
cpencts UCII/IH.

i)  AagvmHHCTpaTOp 0€e30macHOCTH

AvuHECTpaTOp- 6e30macHOCTH - coTpyAHUK OV, OTBETCTBEHHBIH 32 (QYHKIIMOHHPOBAHUE
C3I1/Iu, BKIOYas OOCIy»XHBaHHE W HACTPOMKY aIMUHHUCTPATHBHOH, CEpPBEPHOH W KIMEHTCKON
KOMITOHEHT.

AnvuHHCTpaTOp 0€301acHOCTH 00JIaiacT CIeIyIOIHMM YPOBHEM JIOCTYIIA ¥ 3HAHUH:

obnanaet npaBamu Anmuauctparopa UCII/IH;

obnanaet nonHoi uabopMmarueir 06 UCIIH;

HMEEeT JIOCTYIl K CpEACTBaM 3alllUTHl MH(POpMAlMW MU IIPOTOKOIMPOBAHUS H K HYACTH
ximouyeBsIx 3neMenToB MCII/x;

HE HMEEeT IIpaB JAOCTylIa K KOHPUTYPUPOBAHHWIO TEXHUUECKHUX CpPEICTB CETH 3a
HCKITIOUYEHUEM KOHTPOJIHHBIX (MHCIEKIIMOHHEBIX).

AMuHECTpaTOp 6€30I1aCHOCTH YIIOJTHOMOYEH:

peaT30BEIBATE MIONHTHKY O€30IaCHOCTH B HacTH HACTPOHKH CHCTEMB! KOHTPOJS 3aIHTHI
uapopmammn (CK3U), MekceTeBBIX SKpaHOB M CHCTEM OOHapyKeHHS aTaK, B COOTBETCTBHH C
KOTOpPBIMH TONMB30BaTens (Omeparop APM) momydaer BO3MOXHOCTE padOTaTh € 3JeMEHTAMH
UCIIx;

OCYIIIECTBIISTE ayIUT CPEICTB 3alIUTHI;

yCTaHABIMBATL JIOBEPUTEIHHBIE OTHOUIEHUS CBOEH 3alMUINEHHOH CETH C CEeTAMH APYTHX
IIOApa3AeieHAH.

j) Omnepatop APM

Omneparop APM - cotpymauk OV, ocymectBsmommid obpadbotky II/la. O6padotka I1/[H
BKJIIOYAeT: BO3MOXKHOCTE IIpocMotpa [1/1n, pyuno# Beog I1/1x B cuctemy UCIIH, dopmupoBanue
CIIPABOK M OTYETOB 0 MH(popmanuu, monydesHol u3 MCII/(a. OnepaTop HE UMEET NOITHOMOUHH
IS yIpaBieHus moacucreMamu oopadotku ganuabix 1 C3I11/1H.

Omnepatop UCI1/Ia obnamaer caeayromuM YpOBHEM TOCTyNa U 3HAHUM:



obnamaeT BceMH HEOOXOMUMBIMH aTpHOyTaMmu (HampuMep, HapojieM), 00eCreurBarOIMHu
ZIOCTYII K HEKOTOpoMy noaMHOKecTBY [1]1H;

pacrionaraeT KOHQHUICHIHATLHBIMA TaHHBIMH, K KOTOPBIM HMEET AOCTYIL.

k) AamMumHEHCTpaTOp ceTH

AnvuHECTpaTop ceTH - coTpyaauk OV, OTBeTCTBEHHBIH 3a (QYHKIHOHHPOBAHWE
TeneKoOMMyHHuKaoHHo# noacucreMbl UCIIJIH. AMUuHHCTpaTOp cCeTH He UMEET MOTHOMOYUHH st
ylIpaBIeHHUS ojcucTeMaMu 00paboTKH JaHHBIX H 0€301IaCHOCTH.

AnMuHHCTpaTOp ceTy 00aaeT CIeayIoIUM YPOBHEM JOCTyTIa U 3HAHUHN:

obnafaeT 4acTei0 HHGOPMAUH O CHCTEMHOM W IPHUKJIAJHOM IIPOrpPaMMHOM 00€CIeUeHUH
UCIITx;

o0azaer 9acThio HHGOPMAITHY O TEXHUUIECKUX cpeactBax u koudurypauun UCITTx;

HMeeT (H3MUeCKHH JOCTyIl K TEXHHYECKHM CpeacTBaMm o0paboTku uHOpManuu u
CpEICTBAM 3aIUTHI;

3HAeT, 10 MeHbINEH Mepe, OJTHO JIETaTbHOE UM JOCTYTIA.

1y} Texaudeckuii cnennanuer no odcIy:KuBaHuI0 nepudepuiinoro odbopyaoBanms

Texuuueckuii crnenmanuct 1o  obcmyxuBanmoo - corpyaruk OV  (mwm HWCI1m),
OCYIIECTBILIIOIAH OOCIykKMBaHHE M HacTpolky nepubepuitHoro obopynoBanus WCII/H.
Texamgeckuil cnenuamucT 1Mo o0CITyXKHBaHUIO He mMeeT fnocryna K I1JIH, He uMeeT MOTHOMOYMid
JUISL yIpaBJIeHHs oJicucTeMaMu 06paboTKu JaHHBIX U 0€30ITaCHOCTH.

Texandeckuil cienuanucT no oOCIyXHBaHHUIO 007IafaeT CIeAYIOINMM YPOBHEM JOCTYIIA K
3HAHWH:

obnazaeT 4acTei0 HHPOPMAIIMK O CHCTEMHOM W IPHKJIATHOM IIPOrPAMMHOM O0eCIeUeHHuN
WUCIIn;

o0JanaeT 4acTh0 HHGOPMAIIMA O TEXHHYECKUX cpeacTBax u koudurypammu MCITH;

3HaeT, II0 MEHbIIeH Mepe, OJTHO JIETAIFHOE UM TOCTYTIA.

m) IIporpammucr-paspadoraux UCILIn

IIporpaMMHECTHI-pa3paboTuiKy (IIOCTABIMMKH) MPUIUIATHOTO IIPOrPaMMHOTO OOecredeH s
obecrednBalOT €ro COIpPOBOXJCHHME Ha 3amumaemMoM oObvexre. K mamHO# Tpymme moryr
OTHOCHTECS Kak cOTpyIHUKY OV, TaK ¥ COTPYAHUKH CTOPOHHHX OPraHH3ayii.

JIuro atolt kareropuu:

obnamaer wHpOpManmeidl o0 amropmrMax u IporpamMmax o0pabotku WHGOPMAIMH B
HUCIIOx;

oOnamaeT BO3MOXXHOCTAMM BHECEHHS OIMHOOK, HEIEKIapHpPOBAHHBIX BO3MOXKHOCTEN,
IIpOrpaMMHBIX 3aKJIa/JI0K, BPEIOHOCHBIX IporpaMM B Iporpammuoe obecneuenme WMCIIIm ma
CTauHu ee pa3paboTKu, BHEPEHUS U COTPOBOKIACHMUS,;

MOXeET pacmonarate JoObMH ¢(parMenTamMu wmHpopMmarmumu o Ttomomoruw KCII[a wu
TEXHUYECKUX cpezncTBax obpaboTku u 3ammtsl [1/1H, o6pabaTemaemsrx B UCII/Ix.



5. Tpebopanus k nepcoHaxy mo obecnedennro samurhl II/In

Bee corpymuuxu OV, sprsromuecs nonb3oBarensmu VICIIH, DOMKHBI 4eTKO 3HATH M
CTPOTO BHIMOMHATH YCTAHOBICHHEIE IpaBHiIa W OO0S3aHHOCTH II0 JOCTYIY K 3allUINacMBIM
oOBeKTaM ¥ COOJFOIEHUIO TPUHATOTO pexumMa 6e3zonacHocTr 11/1H.

Ilpu BCTYIIEHHH B JOJDKHOCTE HOBOTO COTPYJHHMKA HEIOCPEICTBEHHBIH HadalIbHMK
TIO[pa3/IeNieH s, B KOTOPOE IOCTYIaeT COTPYIHHK, 00s3aH OpraHW30BaTh €ro O3HAKOMIICHHE C
JOJIKHOCTHOM HHCTPYKIIHEN U HEOOXOAUMBIME JTIOKYMEHTAaMH, PerJIaMEHTHPYIOIUME TpeboBamms
mo 3amute [I[J[H, a Takke OOydYeHHE HABHIKAM BBIIOJNHEHHS IPOLENYP, HEOOXOAMMBIX I
CaHKIHMOHUPOBaHHOTO Ucnons3oBanus UCIIIH.

CoTpynHHK IOIDKEH OBITH O3HAKOMIIEH CO CBEJEHHSIMHM HacToAmeH IIoNMTHKH, IPUHITEHIX
nipouienryp pabotsl ¢ anementamu MCII/In u C3I1/H.

Cotpynuuku OV, UCHONB3YIONHME TEXHUYECKHE CpEICTBa ayTeHTH(GUKAINH, TOIKHBI
obecreunBaTh COXPaHHOCTh MACHTH(GHKATOPOB (AJIEKTPOHHBIX Kiroded) m He gomyckats HCJII x
HHM, a TaK JX¢ BO3MOXXHOCTb MX YTCpPH MM HCIOJIb30BaHMS TpeTbuMH Jmnamu. Ilome3oBarenu
HECYT IePCOHATLHYIO OTBETCTBEHHOCTD 332 COXPAaHHOCTh HACHTH(GUKATOPOB.

Cotpynauku OV TOIKHBI CEZI0BaTh YCTAHOBIEHHBIM IIpONeypaM IIOANEPKaHUS PEXXHMa
6ezomacuocTr [1/[1 npu BEIOOpe U HCIOIB30BAHUH NApOJIEH (€CIH HE HCIOIb3YIOTCA TEXHUIECKHUE
CpezcTBa ayTeHTH(HHKAIIM).

Corpymuuku OV  pmomkHBI  O0ECHeUMBATL HaUIEKAILYIO 3allUuTy O0OpyZOBaHMA,
ocTaBjsieMoro 0e3 MpHCMOTpa, OCOOEHHO B TEX CIIydasx, KOTAa B TIOMELIEHWE MMEIOT JIOCTYII
IIOCTOPOHHKE JHMIa. Bce moib30BaTenH AOKHBI 3HaTh TpeOoBaHus 1o OesomacHoctu I1J[H m
TIPOTIeYpPhI 3aIUTEl 000PYIOBaHUS, OCTABICHHOTO 0e3 IIPHCMOTPA, a TaKKe CBOH OOS3aHHOCTH 10
00ECIIEeUeHHIO TaKOH 3aIUTEL

CoTpyaHHKAM 3alipelmaeTcsl YCTaHABIMBATH IIOCTOPOHHEE IPOrpaMMHOE OOecHevueHHe,
MOJIKITIOYATE THYHBIC MOOHIIBHEIE YCTPOHCTBA M HOCUTENH HHGOPMAIUH, a TaK e 3allHChIBATh Ha
HUX 3aIUIaeMyIo HHHOpMAITHIO.

CoTpyaHuKaM 3ampernaeTcs pa3rianiaTh 3alluiiaeMyio WH(OPMAITUIO, KOTopas CTalla MM
W3BecTHA MpH padorte ¢ HHPopManTMoHHBIME cucTeMaMu OV, TpEeTbUM JIHLIAM.

IMpu paGore ¢ IIJIlu B UCIIIa corpymauku OY o06s3aHbl 00ECIEUUTh OTCYTCTBHE
BO3MOXHOCTH IIpocMmoTpa [1IH TpeThuMu miiaMu ¢ MOHUTOpOoB APM wimi TepMEHAIOB.

Ipu 3aBepmenun padotet ¢ UCII/IH coTpynauku o6s3anbl 3amuTuTh APM mm TepMuHais
C IIOMOINBI0 OIOKHPOBKH KIFOYOM HIIH SKBHBAJIICHTHOT'O CPEACTBA KOHTPOILA, HAIIPAMED, JOCTYIIOM
O MTAPOJTIO, ECITH HE HUCIIONB3YIOTCS 00Jlee CHIIBHEIE CPEICTBA 3alTHTHL.

Corpymauxu OV moxsabl OBITH NPOMHGOPMHPOBAHBL 006 yrpo3ax HapylleHHMd DEKHMa
6esomacHocTd I1J[H H OTBETCTBEHHOCTH 3a ero HapymmeHue. OHM AOJDKHBI OBITH O3HAKOMIIEHEI C
YTBEPXKJAEHHOH (GopMansHON IpONENypod HAJIOKEHHs JAUCHHIUIMHAPHBIX B3BICKAHMHM Ha
COTPYAHHKOB, KOTOPBIE HAPYIIIIIH IPUHSTHE IOTUTHKY H Ipouneaypsl 6esonacHocTH IIJIH.

Cotpynuuku 00s3aHEl Oe3 mpoMmemieHHs cooOmark 000 Bcex HaOMOMAEMBIX MM
MOJO3PUTENbHEIX ciydasx pabdotsr UCII/Ia, Morymux moeneds 3a co00H yrpo3sl 6€30MacHOCTH
ITJIH, a TakKe O BBISBICHHBIX HMH COOBITHSX, 3aTparuBaromux OezonacHocTh 11/IH, pykoBOACTBY
TOZpa3/ielieHus] W JTHILY, OTBEUAIOIIEMY 334 HeMeIJIEHHOE peardpOBaHKE Ha YIPO3bl HEe30IIacHOCTH
1§011:8



6. Jlo/vkaocTHBIE 06s13aHHOCTH noJab3oBarTeneid MCIIIn
JomxuaocTHBIE 00s3anHOoCcTH nTonb3oBartenel MCII/Ia onucanel B CIEAYIOMHX JOKYMEHTAX:
Wuctpyknus agmuauctparopa 6ezonacaocta MCIL/IH;
Wuctpyknus nons3oBatens UCIIJH;
WucTpykuus noas30BaTesis IpH BO3HUKHOBEHUH BHEINTATHBIX CUTYaIlUH.
WHCTpyKIHs IO OpraHu3aIiiy IapoJIbHOH 3aIlyThI



7. OrteercTBeHHOCTH coTpyannkoB UCII/In

B cootBetcTBHH cO cT. 24 OenepanbHOro 3axoHa Poccuiickoit @enepanuu ot 27 mrons 2006
r. No 152-03 «O mepcoHanbHBIX JAaHHBIX» JIMIA, BUHOBHBIE B HapylleHHH TpeOOoBaHHMH NaHHOrO
degepanbHOrO 3aKOHA, HECYT TPAKIAHCKYIO, YTOJIOBHYIO, aAMUHUACTPATHBHYIO, JTUCIUIUIIHAPHYIO
U MHYIO IIPeIyCMOTPEHHYIO 3aK0HOoAaTenscTBOM Poccuiickoit denepaniiy OTBETCTBEHHOCTE.

JleficTByromee 3aKkoHOmATENbCTBO P® mo3BomseT NpemBsSBIATH TpeOOBaHHSL IO
obecrmeuenno OeszomacHoM paboThl ¢ 3amumaeMoid wuHbopManumell u IpedycMaTpHBaeT
OTBETCTBEHHOCTh 3a HApyIIEHHWE YCTAHOBJIEHHBIX IIpaBHUI OKCIuTyatanuu OBM m cumcrewm,
HelpaBOMEPHBIH JocTynl K wHGOpMAmuM, €CJIH 3TH JEHCTBHA IPHBEIH K YHHYTOXEHHIO,
6aoxupoBaHmio, MoAuGHKAMKE HHGOPMAIMA WK HapyleHH:o paboTel OBM mnm ceteit (craThu
272,273 u 274 YK PO).

Anvuauctpatop UCIIIH u aqMuHHCTpATOp 0€30IIaCHOCTH HECYT OTBETCTBEHHOCTBH 33 BCE
NEWCTBUS, COBEPIIEHHBIE OT MMEHU MX YUETHBIX 3alMCEd HIIM CHCTEMHBIX YUETHBIX 3allUCel, ecimn
He J0Ka3aH (pakT HECAaHKIIMOHAPOBAHHOTO HCIION30BaHMS YUYETHBIX 3allUCEH.

ITpu mapymenusx corpyanukamu OY - mome3osarensvu VCIIJIE npaBui, CBA3aHHBIX ¢
6esomacHOCThIO  IIJ[H, OHHM HECyT OTBETCTBEHHOCTh, YCTAaHOBIECHHYIO  JEHCTBYIOIITHM
3aKoHOMarenbCcTBOM Poccutickoit Denepanuu.

[TpuBenenusie BhIme TpeOOBaHMS HOPMATHBHEIX JOKYMEHTOB IIO 3alluTe HHQOpMAIivu
IOJDKHBI OBITH OoTpaxkeHsl B Ilonoxerusx o moappaznencHusax OV, ocymecTBIsronux o6paboTKy
[T/ 8 CIT/IH ¥ MOJDKHOCTHBIX HHCTPYKIUSIX COTpYAHHUKOB OY.

Heo6xonumo BrecTH B [Tomoxenwus o mompazmenenusx OV, ocylnecTBIsIomMx 06paboTky
IT/Ta 8 UCI1/Ia cBenenust 06 OTBETCTBEHHOCTU X PYKOBOAMTENEH H COTPYAHHUKOB 3a pasriallieHue
¥ HECAHKIHOHMPOBAHHYIO Moaudukarro (uckaxeHue, ¢anmbcuduxammo) IIJIH, a Tarke 3a
HEIPaBOMEPHOE BMEIIATETHCTBO B IIPOIIECCH] UX aBTOMATH3MPOBAHHON 006paboTKy.



8. Cnucok MCroJIb30BAaHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATWBHO-TIPABOBBIMH ¥ METOIMUYECKUMH JOKYMEHTaMH, Ha KOTOPEIX
6azmpyercs Hactosmee [lonoxenue, SBIAIOTCS:

denepanpubiii 3akoH oT 27.07.2006 1. Ne 152-03 «O nepcoHanbHBIX JaHHBIX)» (Hanee — O3
«O IepcoHATBHBIX NTAHHBIX»), YCTAHABIMBAIOIIWN OCHOBHBIE IIPHHIMMUIILI U YCIOBHS 00paboTKm
ITTs, mpaBa, 0OS3aHHOCTH W OTBETCTBEHHOCTh YYAaCTHHKOB OTHOINEHHH, CBSI3aHHBIX C 00paboTKOM
IIg.

[TocTanoBnenue IIpaBuTENBCTRBA P® oT 01.11.2012 Ne 1119
«O6 yrBepkAeHMM TpeOOBaHWH K 3aIUTe IIEPCOHANBHBIX JAHHBIX IIpu HX 00paboTke B
HHPOPMAIMOHHBIX CUCTEMAaX NEPCOHAIBHBIX JaHHBIX).

«ITopsmox mpoBeneHHs Kilaccuurarmuy WHGOOPMAITHOHHBIX CHCTEM MHEPCOHATBHBIX
JAaHHBIX», yTBepxaAeHubI coBMecTHBIM [lpmkazom @CTIOK Poccuu Ne 55, ®CB Poccuu Ne 86 u
Munuadopmerszu PO Ne 20 ot 13.02.2008 .

«ITonoxenne 06 0cOOEHHOCTSIX 00PabOTKH MEePCOHANBHBIX JAHHBIX, OCYIIECTBIIIEMOI Oe3
HCIIOJIL30BAHNS CPEICTB aBTOMATH3AUNY, yTBepkaeHHoe [locTanosnennem IIpasutensctea PO or
15.09.2008 r. Ne 687.

«TpeboBanuss K MaTepHUANbHBIM HOCHTEIIM OHOMETPHYECKHMX IIEPCOHAIBPHBIX NAHHBIX H
TEXHOJIOTHSIM XPAHEHUS TaKWX JAHHBIX BHE MH(OPMAIMOHHBIX CHCTEM IIEPCOHAIBHBIX HAAHHBIXY,
yreepkaeHnsie [Tocranosnennem [Ipasutensctea PO ot 06.07.2008 r. Ne 512.

HopMaTuBHO-MeTOMUECKHEe MOKYMEHTH @enmepanbHOR CiIyxkOBl IO TEXHHYECKOMY |
aKCcIepTHOMY KOHTpomo Poccumiickoit ®enmepamuu (namee - @CTOK Poccun) mo obecnedeHmio
oe3omacuoctu [1/]8 mpu nx odpabotke B UCII/In:

PexoMmenmaruu o obecreueHuIo 6€30MaCHOCTH IEPCOHATIBHBIX JAHHBIX IIPH BX 00paboTke
B HHGOPMAITHOHHBIX CHCTEMax MEePCOHANBHBIX NaHHBIK, YTB. 3aM. mupektopa ®CTOK Poccum
15.02.08 r. (JIns criy»ke6HOTO MOIB30BAHUA).

OCHOBHBIE MEPOTPHUATHSA 110 OPraHH3aAIMH M TEXHUIECKOMY OOECIIEUCHHIO Oe30IIaCHOCTH
[IEPCOHANBHBIX JaHHBIX, 00pabaThBaeMbIX B HHGOPMAIIMOHHBIX CHCTEMAaX IIEPCOHANBHEIX TaHHBIX,
yT1B. 3am. mupekropa ®CTOK Poccuu 15.02.08 r. (111 ciy»xe0HOT0 OIb30BAHM).

Basosas Momens yrpo3 0e30MacHOCTH MEPCOHATHHBIX MAHHBIX IPH HX 00paboTKe B
HH(GOPMAIIMOHHEIX CHCTEMAaX IIEPCOHAIBHBIX NaHHBIX, YTB. 3aM. aupekropa ®CTOK Poccum
15.02.08 r. (JIna cayxe6HOoro IoIb30BaHA).

MertoauKka onpeneneHus aKTyaIbHBIX YTPo3 6€30IIaCHOCTH NEPCOHANBHBIX JaHHBIX NMPH HX
00paboTKe B MHPOPMAIIMOHHBIX CHCTEMAaX IEePCOHANBHBIX AaHHEIX, yTB. 3aM. mupekropa ®CTIK
Poccun 15.02.08 r. (s CITy>ke0HOTO TIOJIb30BAHMS).



. Knnacecundukarnus UCII /I (CornacHo yTpaTHBIIEMY CHJIY TTIOCTaHOBIEHUIO [IpaBuTensCcTBa

Poccuiickoit ®eneparuu oT 17 Hos6ps 2007 r. N 781 «O6 yrBepxnenuu [lonoxenus 06
obecneueHrnH 6€301aCHOCTH NEPCOHANBHBIX JaHHBIX IIpH UX 00paboTke B HHGOPMAITMOHHBIX
CHCTEMAaX MEePCOHANBHBIX JaHHBIX» U AedcTByomum goxymeaTam OCTIK)

PeamnzoBaTs uIeHTH(GUKAIIAIO U IIPOBEPKY MOATMHHOCTH
CyOBEKTOB JIOCTYIIA IIPH BXO/IE B ONIEPAIIMOHHYIO CHCTEMY
UCTTa no mapoito yCIOBHO-ITOCTOSHHOTO IeHCTBHS,

JUTHHOM He MeHee IMeCTH O0YKBEHHO-IH(POBEIX CHMBOJIOB;

Peanu3oBaTh UIeHTHQUKAIIUIO TEPMUHATIOB, TEXHUIECKHX
cpencts o6padoTku I11u, y3no UCII[IH, KOMIIBIOTEPOB,
KaHaJIOB CBs3M, BHemHNX ycTrporicTB UCII/IH 1o ux
JIOTUYeCKMM MMEHaM (ajpecaM, HoMepam);

Peanm3oBaTh HAeHTHGHUKAIIHAIO IPOTPaMM, TOMOB, KaTaJlOTOB,
(haiinos, 3amuceit, nmoyel 3anvceit Mo UMEHaM;

Peanm3oBaTh KOHTPOIE IOCTYIA CYOBEKTOB K 3aIIUIIAEMBIM

4 N - + +
pecypcaM B COOTBETCTBUHU C MaTpHIEH AOCTYyIIa;
upu Hammauy noaxinodenus UCIIIH k ceTsm o61mero He He
IIOJTE30BAHHUS JOIDKHO IPUMEHATHCSA MEXKCETEBOE HIDKe
SKpaHHpOBaHue He mmxe | Hmke 3-ro
Patup ) 5-ro 4-ro OB
5 YPOBHA | ypoBH:# ypﬂ
3amuIne | 3amm
AHHII 3aI0Hd
HHOCTH | €HHOCT
[EeHH
"
OCTH
Jlns obecnieuenns 6e30MacHOr0 MEXKCETEBOTO He He
B3aumozeiicTeus B UCII/IH A pa3HBIX KIacCOB HUXE
He smxe | wmoxe
Heo0X0UMO HCIIOIB30BaTE MO 3-ro
5-T0 4-ro OB
6 YPOBHA | ypOBHs P o
sammIne | samm
a 34l
HHOCTH | €HHOCT
IEeHH
¢
OCTH

Peami3oBaTh HISHTHGUKAIUIO U ayTeHTHHHUKAITHEO
CyOBEKTOB TOCTYIIA IIPH BXOJIE B CPEACTRBO 3aIMUTHI OT
IporpaMMHO-MaTeMaTuuyeckux BozaeiicTeuii (IIMB) u nepen
BBIIIOJHEHHEM MMH JEOOBIX OIlepaluil o yIpapIeHHIO
dbyHKHAMEu cpencTa 3amuTel oT [IMB o napomo (unu ¢
HCIIOJIb30BAHHEM HHOTO MEXaHU3Ma ayTeHTHUDUKAIIH)
YCIOBHO-TIOCTOSHHOTO IEHCTBUS JUTMHOM He MeHee IIeCTH
OyKBeHHO-ITN(POBLIX CHMBOJIOB,;

OcymecTBIATh KOHTPOIH JTFOOBIX JefcTBUM CyOBEKTOB
JIOCTYTIA TI0 YIPABISHUIO (PYHKITHAME CPEJICTBA 3alUTHL OT
TIMB TOmBKO 11OCTIE IPOBEAEHHUS €r0 YCIEITHON
ayTeHTH(UKAIIUN;




IIpenycMoTpeTs MeXaHU3MBb] OJIOKMPOBAHMS JOCTYIIA K
cpeacteam 3amuTe! 0T [IMB nipu BeimonHeHHN
YCTaHABIMBAEMOI'O YHCA HEYJauHbIX IIONBITOK BBOJA
apos;

Heo6xoaumMo mpoBOIATH HACHTHGUKAIIIO (Paitios,
KaTaJOTOB, IPOrPaMMHBIX MOJyJIeH, BHEITHUX YCTPOUCTB,
HCIIOJIb3YEMBIX cpeficTB 3amuThl oT [IMB;

OcCyIecTBISTh PETHCTPAIIHIO BX0/a (BBIX0a) CyObekTa
JIOCTYTIA B CHCTeMY (M3 CHCTEMBI), THO0 pETUCTpaIiio
3arpy3Kd ¥ HHUITHATM3AIUY OTIepalliOHHON CHCTEMBI B €€
IPOTPaMMHOTO OCTaHOBA. PerucTpaliis BEIX0a U3 CHCTEMBI
WJTA OCTAHOBA HE IMIPOBOIUTCS B MOMEHTE! alliapaTypHOIro
otkmouenus UCIIIa. B napamerpax perucrpanuu
YKa3BIBAIOTCS 1aTa ¥ BpeMs BXoza (BBIX0Ja) CyOBEKTa
JOCTYIIA B CHCTeMY (M3 CHCTEMEBI) HIIH 3arpy3Ku (OCTaHOBA)
CHCTEMEBI;

IIpoBOAKTE YUET BCEX 3aIUINAEMBIX HOCUTENEH
“HGOPMAIMHK C TIOMOIIBI0 WX IF0O0H MapKHUpPOBKH H C
3aHECCHUEM YUCTHBIX JTaHHBIX B XKypHaI (YUETHYIO
KapTOUKYy);

[TpOBOMUTE PETUCTPAITHIO BXO/1a/BBIX01a CYOBEKTOB JOCTYIIA
B cpesicTBO 3amuThl oT [IMB, peructpariuio 3arpysku 1
HHUITHATHA3AIMY 3TOTO CPEACTRA U €€ MPOTPaMMHOI0
ocTaHoBa. B mapameTpax peructpaiiy yKa3sBaeTcs BpeMs U
JaTa BXO/a/BBEIX0/Ia CyO'bEeKTa IOCTyIa B CPEACTBO 3aIHThI
ot ITMB wiu 3arpy3ku/0CTaHOBa 3TOTO CPEACTBA, a TaKXKe
HICHTHPUKATOP CYOBEKTa TOCTYIA, HHUITUAPOBABIIETO
NaHHbIe JeHCTRHY;

ITpoBOAMTE perucTpaniio COOLITHH IPOBEPKH H
obnapyxenus [IMB. B napamerpax perucTpanuu
yKa3BIBAIOTCS BPEMS W JaTa IPOBEPKU HIH 00Hapy KeHH
I[IMB, nneatuduxatop cydbexra 1ocTyna,
HMHUITAAPOBABIIETO TaHHEIE AEACTBUS, XapaKTep
BEITIOIHSIEMBIX ICHACTBYIM IO TPOBEPKE, THII 00HAPYKEHHOH
BpenoHOCHOH nmporpaMMsl (BII), pesynbrar neicTBriA
CpeICcTBa 3ammTHI Mo Onokuporaxuio IIMB;

ITpoBOIUTE pETHCTPAIIHIO COOBITHH 110 BHEAPEHHIO B
cpencTBo 3amuThl 0T [IMB nmaketoB obHOBICHMI. B
mapaMeTpax perucTpalyy yka3bIBatoTCA BpeMs U JaTa
oOHOBIEHUS, HACHTH(GHUKATOP cyOBEKTa I0CTya,
WHUIIMAPOBABIIErO JAaHHOE JIEHCTBHE BEPCHS ¥ KOHTPOIbHAS
CyMMa Iaketa oOHOBJICHHS;

[TpOBOIUTE PETHCTPAIAIO COOBITHH 3aITyCKa/3aBepIICHHS
paboTel Moaynel cpenctBa 3ammthl oT [IMB. B mapamerpax
pEeTHCTpanyy yKa3bIBAIOTCS BpeMs U JaTa
3aIycKa/3aBepIineHus paboThl, HASHTHGHKATOP MOTYJIA,
HICHTH()HKATOP CyOBEeKTa NOCTyIla, HHHLIIMMPOBABIIErO
JAHHOE JIEACTBHE, Pe3yNIbTAT 3aIlyCKa/3aBepIIeHNs paboTEI,




JIOJDKHA TPOBOAUTECS PETUCTpariusl COOBITUH yIpaBIeHUs
CcyObeKkTOM MocTyna QYHKIUAME cpecTBa 3amuThl oT [IMB.
B napameTtpax peructpariuy yKasblBalOTCsA BpeMs U JjaTa
COOBITHS YIIPaBICHUS KaX 0¥ QyHKUMEH, HISHTH(DHKATOD K
cuennduKanusg QyHKITHA, HACHTHPHKATOP CyObeKTa
JIOCTYIIA, HHHITMMPOBABINETO JAHHOE NeHCTBUE, pe3ynbTaT
JelCcTBHUS;

[TpoBOIUTH perucTpanuio COOBITHH MOMBITOK HOCTYIIA
IIPOTPaMMHBIX CPEICTB K MOIYJISIM CPEJICTBA 3aIIUTEL OT
[IMB nnu crienaibHEIM JIOBYIIKaM. B nmapamerpax
PETHUCTpAILIMK YKA3bIBAIOTCS BPeMs H JaTa IIOIBITKY JOCTYIIa,
ueHTH(HKATOP MO, HACHTH(GUKATOD U crenudrKanus
Momayns cpenctsa 3amuTel oT [IMB (cnenmnansaoi
JIOBYITIKH), pe3yJIbTaT MONBITKH [OCTYIa,;

[IpoBOAMTE perucTpaliuio cOOBITHH OTKaTa AL CPelCTBA
3amuTsl oT [IMB. B napameTpax peructpanuu yka3sIBatOTCs
BpeMs ¥ AaTta COOBITHS OTKaTa, crierudukarnys neficTeuit
OTKaTa, UAeHTHHKATOp CyOBeKTa JOCTyIa,
WHUIMKAPOBABIIETO JaHHOE NEHCTBHE, PE3yIbTAaT JSHCTBHS,

10

Ob6ecreunTs 3Ty JaHHBIX PErHCTPAIlHA OT HX
YHHYTOXKECHUS MK MOJU(UKAITIH HAPYIIHATEIEM;

11

Peanmu3oBaTs MeXaHU3MBI COXpAHEHHUS JaHHBIX PErUCTPaIldl
B CIIydae COKpallleHHs OTBEIEHHBIX 10T HUX PECYPCOB;

12

PeannzoBaTh MeXaHH3MBI IPOCMOTPA U aHAINU3A JAHHBIX
perucTpanyuy ¥ uX QUIHTPAINY 110 3aJaHHOMY Habopy
apamMeTpoB;

13

[IpoBoaMTE aBTOMATHYECKHUH HENPEPLIBHBI MOHUTOPHHT
COOBITHI, KOTOPBIE MOTYT SBISITHCS IPUUMHOMN peaTn3aiun
IIMB (co3manue, peTaKTHPOBAHME, 3AIIUCH, KOMITAIIALIHS
00BEKTOB, KOTOPBIE MOTYT cosiepxxath BII).

14

Peanu3oBaTh MEXaHU3M aBTOMATHYECKOIO aHAIN3a JaHHBIX
perucTpanun 1o madioHaM THIIOBBIX HposBieHui [IMB ¢
ABTOMATHYECKUM MX OJIOKMPOBAHHEM M YBEIOMIICHHEM
aJIMUHHCTpaATOpa 0€300aCHOCTH;

15

[TpoBOIUTE HECKOJBEKO BHIOB yaeTa (IyOIHPYIOMHX) ¢
perucTpaieii Beigady (mpreMa) Hocutenel nHdGopMaluy;

16

OCyIuecTBISITh PETHCTPAITNIO BX0/[a (BEIX0/1a) CyOBEKTOB
JIOCTYTIa B CHCTEMY (M3 CUCTEMBI), THOO0 perucTpanus
3arpy3Ky W WHHITAAIU3AIWN ONEPAITHOHHON CHCTEMEL

17

OcymecTBIATh PErHCcTPaIHIO BEIAYHA ITeIaTHBIX
(rpadmueckux) TOKYMEHTOB Ha «TBEpAYIO» KOIuIo. B
mapaMeTpax perucTpanyy ykasbBatoTcd (laTa X BpeMs
BBIOauM (0OpalieHus K IOACHCTEME BBIBOA), ClIeIH (DUKaIHs
YCTPOHCTBA BBIIAYH — JIOTHYECKOe UM (HOMED) BHEIITHETO
YCTPOHCTBA, KpaTKOe COJepxKaHue (HAUMEHOBaHHUE, BUT,
mEdp, KOJ) ¥ YPOBEHb KOHPHICHIIUATEHOCTH JOKYMEHTA,
HICHTHPHUKATOP CYOBEKTa AOCTYIIA, 3allPOCHBIIETO
JIOKYMEHT;




18

OcymecTBIATh PETUCTPAIUIO 3aITyCKA (3aBEPIICHIMS)
IporpaMM ¥ IpolieccoB (3agaHui, 3a7ad), MpeAHa3HaueHHBIX
it 00paboTky 3amummaeMsix (aiinos. B mapamerpax
perucTpaniy yKazbBatoTCS AaTa U BpeMs 3alycKa, UM
(wmenTHduKaTOP) IpoOrpamMMEl (Iporiecca, 3aaHmus),
AACHTH(HUKATOP CyOBEKTa JOCTYIIA, 3allPOCHBIIETO
porpammy (Ipoiiecc, 3aaHue), pe3ynabTaT 3alycKa
(YycreImHbIi, HEYCIEITHBIH — HECAHKIIMOHHPOBAHHBIH ),

19

OcCyInecTBIATh PETUCTPAIINIO TOIBITOK AOCTYIIA
[IPOTPaMMHBIX CPEACTB (TIporpamm, IpoIeccoB, 3aady,
3aanuit) k 3amumaemMsM Qaiinam. B mapamerpax
PETHCTpAINH YKA3hIBAIOTCA JaTa U BpeMsl TOIBITKY JJOCTYTa
K 3amuimaemMomMy Gaiiny ¢ ykazaHueM ee pe3ynbrara
(ycmeursas, HeycrelrHas — HeCAHKIMOHUPOBAHHAs),
UACHTUHKATOP CYOBEKTa AOCTYIA, CrienrpuKanms
3amumaemMoro gaiina;

20

OcCyIecTBISTh PErUCTPALIMIO IOMBITOK JOCTYIA
IIPOTPaMMHEBIX CPEACTB K CIIEAYIOIMHAM JOTIOTHHTETHHBIM
3aIMUIIAEMBIM 00BEKTaM I0CTYIIA: TepMUHAIAM,
kommbroTepam, y3nam cetu VICIT/{x, muanaM (kaHanam)
CBSI3W, BHEIIHUM YCTPOHCTBaM KOMIIBIOTEPOB, IporpaMmMam,
TOMaMm, katanoram, (aiinam, 3anucsam, oM 3anuceit. B
rapaMeTpax perucTpalyy yKa3bBaIOTCS 1aTa U BpeMs
MOIBITKH JOCTYIIA K 3aIMHUITAEMOMY 00BEKTY C YKa3aHHEM ee
pe3yneTara (ycnemHas, HeyClenHas —
HECAHKIMOHUPOBaHHAas), HACHTH(GUKATOP cyOBeKTa JOCTyTIA,
cruenudUKaIns 3aiuiaeMoro 06s-eKTa — JOTUIECKOe UM
(HOMED);

21

IIpoBOIUTE y4eT BCEX 3aIIUIAaeMBIX HOCHTEIEH
HHGOPMAITHYA C TIOMOIIIBIO HX MAPKUPOBKH H C 3aHECEHHEM
YUETHBIX JAHHBIX B )KypHAI (YIETHYIO KAPTOUKY);

22

OcymecTBIaTh OYUCTKY (0OHYJIEHHE, 00E3THIMBAHKE)
0CBOOOXaeMbIX obnacTeil onepaTHBHON MaMsITH
KOMITBIOTEPOB ¥ BHEIMHUX HakomnuTened. OurcTka
OCYILECTBIIIETCS OJTHOKPATHON IPOU3BOJIHHOM 3aIIMCEHIO B
0CBOOOXK1aeMYIO 00JIACTE TAMSTH, PAHEE HCIIOIb30BAHHYIO
IUISL XpaHEeHHS 3alIAINAeMbIX TaHHBIX ((haiios,

):

ObecreunTs IENTOCTHOCTD MPOTPAMMHBIX CPE/ICTB 3aIlUTHL B
coctase C3I1/IH, a Taxxe HEU3MEHHOCTH TPOTPAMMHOMN
cpenpl. [Ipy 3TOM LETOCTHOCTE CPECTB 3AHATEI
TIPOBEPSIETCS MIPH 3arpy3Ke CHCTEMBI IO HAIWUMIO UMEH
(unentuduxaropos) komroueHT C3I1/IH, HETOCTHOCTE
MPOTPaMMHO# cpelTbl 00ECIIeUnBACTCS OTCYTCTBHEM B
UCIITa cpencts pa3pabOTKH U OTIAIKH IIPOTPaMM;

OcymectBiaTh puzmgeckyro oxpany UCIIJIH (yeTpolicTB u
HOCHTENeH MHPOpMAIUH), IIPETyCMATPHBAIOLILYIO KOHTPOIE
noctyna B noMemernust MCII/{H mocTopoHHUX ITHIl, HaTu4ue
HAZEKHBIX [IPETSITCTBUN JU1 HECAaHKIIHOHUPOBAHHOTO
nporukHoBeHus B noMmermerns MCI/Ir n xpaaunume




HOCHTENEH HHpOpMaIHH,

IIpoBoauTh nepuoaudeckoe TectupoBanue Gyaxmai C3I1Ix
IIpY H3MEHEHUH IporpaMMHoi cpeast u nepconana UCITx
C IIOMOINBIO TECT-TIPOTPaMM, IMUTHpYIoMuX monbITka HC/I;

JIOTDKHEI OBITH B HATMYAH CPECTBA BOCCTAHOBICHHUS
C3I11=, mpemycMaTpUBAarOIye BeICHHE IBYX KOMM
IIPOTPAMMHEBIX CPEJICTB 3alTUTH HH(POPMAITHH, UX
EpHOUIECKOe OOHOBIIEHHE M KOHTPOITh
paboToCIIOCOOHOCTH;

ITpoBRoauTE IPOBEPKY IEIOCTHOCTH MOJYJIEH CpeIcTBa
3am|Thl 0T [IMB, He0OXOIMMBIX TS €T0 KOPPEKTHOTO
GYHKIMOHUPOBAHUS, IIPH €I0 3aTrPy3Ke C UCIOIb30BaHHEM
KOHTPOJILHBIX CYMM;

Ob6ecneunTh BO3MOKHOCTH BOCCTAHOBJICHHUS CPENICTBA
samuTel oT [IMB, npenycmarpuBaroinas BeieHAE ABYX
KOIUH IIPOrpaMMHOTO CPE/ICTB 3alllUThI, Ero IepHOAnIecKoe
0OHOBJIEHHE H KOHTPOJb pab0oTOCIIOCOOHOCTH;

Peann3oBaTh MEXaHHU3MEI IPOBEPKH LIETIOCTHOCTH ITAKETOB
oOHoBNeHHH cpencTBa 3amuTh oT [IMB ¢ ucnonp3oBanueM
KOHTPOJIBHBIX CYMM;

IIpoBomuTs pezepBHOE komupopanue [1/1H Ha oTay)naeMbIe
HOCHUTENH HHPOPMAITHH;

[IpoBOAMTE aBTOMATHIECKYIO IPOBEpKY Ha Hanmmuwe BII unm
nocieacteuii IIMB nipu umniopre B MCII/IH BCex
IMPOTPaMMHEIX MOyIeH (IPUKIATHBIX IPOTPaMM), KOTOPEIE
MoryT cogepxkath BlI, mo ux THnOBEIM mabioHaM | ¢

TIOMOIIBIO SBPHUCTHYCCKOI'O aHallu3a,

Peanu3oBaTs MexaHHW3MBEI aBTOMaTHIECKOTO OIOKUPOBaHMS
obHapyxeHHbIX BII myTem ux ynaneHus u3 IporpaMMHBIX
MOJyJIeH UIIH YHUUTOXKESHHUS,

PerynsapHo BBIONHATE (IIpU IEPBOM 3aIIyCKe CPENICTB
3amuTsl [11a ot [IMB u ¢ ycTanaBiuBaemoit
MIEPHOIUIHOCTHIO) IPOBEPKa Ha MIpeAMET HAIUYIHS B HUX
BII;

JlomrkHA MHUIHUPOBATHCS aBTOMAaTHYeCKas IpoBepKa
WCTI 11 va npeamet vammuus BII npu Beiaenenun ¢gaxra
IIMB;

Peanu3oBaTh MeXaHH3M OTKATa JIJIS yCTAHABIIHBAEMOTO
yncna oneparuit yoaneaus Bl us oneparuBHOHN win
IIOCTOSIHHOH ITaMSITH, U3 IPOrPaMMHBIX MOIYJIEH U
MIPHKJIAIHBIX TPOTPaMM HITH IPOTPAMMHEIX CPEZCTB,
conepxamux Bl

Honomaurensro B UCIT/IH nomkeH OpoBOAUTECS
HEIPEePBIBHBIA aBTOMATHYECKUAH MOHUTOPHUHT
HHDOPMAIMOHHOTO 0OMEHA ¢ BHEITHEH CETHIO C LENBI0
BoLaBIIeHHST Bl




T

3amute uHGopmanuu B UCII/IH (cpeacTs 3armuTh
uHpopmanuu — C3U, B TOM 9HcIie ¥ BCTPOCHHBIX B

BO3MOJKHOCTEH).

BropxkeHuit (COB).

Jli1s mporpaMMHOro o0ecredeHus, HCII0IB3yeMOro IIPH

1 o0ImecucTeMHOE U MPHKIIaTHOE IporpaMMHoe obecIietueHue
—I10), nomxeH 6BITh 06ecredeH COOTBETCTBYIOIMKM YPOBEHb
KOHTpOJIA oTcyTcTBUS B HeM HJIB (He nexmapupoBaHHBIX

Obnapy>xeHHe BTOPKEHUH JODKHO 00eCIIeUHBATLCS IIyTEM
rcrnoss3oBaHus B cocrare MCILJIH nporpaMMHBIX HITH
IIPOrpaMMHO-aNIIapaTHEIX CPEACTB (cucTeM) 0OHapY KeHUS

MCTOOBI aHaIu3a

Heo06xomumMo 00s13aTebHOE HCIIONIL30BAHUE CHCTEMEL
1 0oOHapyXeHUs CeTEBBIX aTak, HCIOIL3YIOIIE CHIHATYPHEBIE

METOJBI aHAJIM3a ¥ METO bl BEIIBICHUS aHOMAITHH

CBT, ynosnerBopsironiue TpeOOBaHUIM CTAHIAPTOB
Poccuiickoit @enepanuu Mo 31eKTpoOMarHuTHOM

CanlluH 2.2.2.542 96).

JE ) '

Heobxonumo 06s13aTenbHOE UCIIOIB30BAHUE CHCTEMEL
2 00OHapyKeHUsI CETEBBIX aTaK, HCIIONB3YIOIIHE CUTHATYPHBIE

Jns o6pabotky uuGOpMaATHE HEOOXOMMO UCITOIH30BaTh

COBMECTHMOCTH, II0 6€30IIaCHOCTH ¥ 3PTOHOMUYECKAM

1 TpeOOBaHMSM K CPEICTBaM 0TOOpakeHrsT HHGOPMAIIHH, 10
CaHHUTApHBIM HOPMaM, IIPEAbIBISIEMBIM K BUICOAUCIIEHHBIM
tepmuHanaMm [I9BM (manpumep, I'OCT 29216 91, 'OCT P
50948-2001, 'OCT P 50949-2001, TOCT P 50923 96,

1 [TpoBectu 006s3aTeNbHYIO cCepTUGUKAIIIO (ATTECTAIHIO) 110
TpeGoBaHUIM 06€30IMaACHOCTH HH()OPMAIHH,
JlexnmapupoBaTh COOTBETCTBUE MM 0053aTENEHYIO

2 cepTHOHUKAIMIO (ATTECTAIHNIO) 10 TPeOOBAHUIM
Oe3onacHOCTH HHGpOpMAaIHH (10 PEMICHHIO OIIepaTopa);

[Ipumeganne: [Ing WUCII[Ix 4-ro xnmacca mepedeHb MeponpusaTHi no 3amute [1][H
OIpeNeNsieTcss B 3aBHCHMOCTH OT yiuepba, KOTOphIf MOXET OBITh HaHEeCeH BCIEICTBHE
HECAHKIIMOHUPOBAHHOTO MIIK HelpeaHaMepeHHoro focryna k [1J1H.

[Tpunoxenue 2. Ypopuu 3amumensoctd MCII/Is (CornacEo HOBOMY IIOCTaHOBIIEHHIO
ITpaButensctea PO o1 01.11.2012 N 1119 «O6 yTBepxaeHud TpeOOBaHHH K 3amuTe
MEPCOHANBHBIX JJAHHBIX TPH UX 00paboTke B HHPOPMAIIHOHHBIX CHUCTEMAaX IIEPCOHANBHBIX
JIAHHBIXY).




Oprasuzamnus pexuma obecriederust 0e300acHOCTH
TIOMEITIeHHH, B KOTOPEIX pa3MenieHa HadopMaosHas
cucTeMa, IPENsSTCTBYIOIMEro BO3MOKHOCTH
HEKOHTPOHMPYEMOTO IPOHUKHOBEHHUS WK IpeObIBaHUS B
9THX TTOMEIIEHHSX JIHII, HEe HMEIOINKX [IpaBa AOCTyIa B 9TH
TTOMEINEHus.

Obecrieuenne COXpaHHOCTH HOCUTENEH IepCOHATIBHBIX
JTAHHBIX.

V1Bepxaerue pykoBoaureneM oneparopa [I/In nokymenra,
OTIPEIETISIIOIIEr0 epedeHb JIHII, JOCTYII KOTOPBIX K
IIEPCOHANBHBIM TAaHHBIM, 00padaThIBaeMbIM B
nHpopManmoHHOU cHucTeMe, He0OXOIMM [JIs BBIIIOJIHEHUS
HMH CITY)XeOHBIX (TPYIOBBIX) 00s13aHHOCTEH.

Hcnonp30BaHue CPECTR 3alUTH HHQOpMAaITHH,
MPOIIEAITNX MIPOIEAYPY OLEHKH COOTBETCTBHUS
TpeOoBaHusIM 3aKoHOAaTeNnbcTRa Poccuiickoi ®eneparuu B
o6actu obecneueHus 6€30MacHOCTH HHPOPMAIUH, B
cllydae, KOT/la IPUMEHEHHE TaKMX CPEJICTB HEOOXO0AUMO IS
HEHTpaJIM3aIliy aKTyaJbHBIX YTPO3.

Heob6xoamMocTs HazHAueHUS TOIDKHOCTHOTO WA
(paboTHHKA), OTBETCTBEHHOT'O 32 obecrieueHue
6e30T1aCHOCTH MEPCOHATBHBIX JAHHBIX B HH(OPMaIlMOHHOH
CHCTEME.

B03MOXHOCTE HOCTYIIA K COJIEPKAaHUIO SJIEKTPOHHOIO
AKypHAJIa COOOIIEHHH UCKITFOUATENHHO IS JODKHOCTHBIX
a1 (pabOTHUKOB) OTIIEPATOPA MK YIIOTHOMOYEHHOTO JTHIIA,
KOTOPBIM CBEJICHHS, COAEPIKAIIUecs B YKa3aHHOM XKypHae,
HeOOXOAUMBI JUISI BEIIOTHEHUS CITy>XeOHBIX (TPYIOBBIX)
00s13aHHOCTEH.

ABTOMAaTHYECKAs PETHCTPAIHSA B 3JCKTPOHHOM XKypHAJe
6e30macHOCTH W3MEHEHMSI TTOTHOMOYHH COTPYTHAKA
ofepaTopa 1o JOCTYIIY K TePCOHANBHBIM JaHHEIM,
coJiepIKarmuMcst B HH(OPMALMOHHOM CHCTEME.

Co3pmanue CTpyKTYPHOTO IIOApa3AeieHus], OTBETCTBEHHOIO
3a obecrieueHne 6€30IacHOCTH IIePCOHAIIBHBIX JaHHBIX B
HHGOPMAIIMOHHOH cHcTeME, JTHO0 BO3JIOKEHHE Ha OZHO U3
CTPYKTYPHBIX IIOApa3aesieHui GyHkIuii mo obecrneueHuo
TaKo# 6e301IacHOCTH.




