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ONNPEAEJIEHUA

B HacTosimeM JOKYMEHTE UCIIOJIB3YIOTCS CIeIyIOIHe TEPMHAHE] H HX OIpeeIICHHUS.

ABTOMATH3HPOBAHHASL CHCTEMA — CHCTEMA, COCTOSINAs W3 IEepCOHANa M KOMILJIEKCa
CPeACTB aBTOMATM3AllUM €ro JESTENbHOCTH, PEaTH3yIoImas HH(POPMAIIMOHHYIO TEXHOIOIMIO
BBINIOJIHEHUS YCTAHOBIEHHBIX (DYHKIIUH.

AyTreHTHGHKANMA OTHPAaBHTENA JAHHBIX — IIOATBEPXKAEHHE TOTO, UTO OTIPABUTEID
IIONIyYECHHBIX TAaHHBIX COOTBETCTBYET 3asIBICHHOMY.

be3onacHocTs NEpCOHANBLHBIX MJAHHBIX — COCTOSIHHE 3aIlUINEHHOCTH II€PCOHAIIBHBIX
JAHHBIX, XapaKTepH3yeMoe CIOCOOHOCTBIO  IIONb30BaTeNed, TEXHHYECKMX CPelCTB W
HHGOPMAITHOHHBIX TEXHOJIOTHH obecreduTh KOHOHICHIMAIBHOCTD, IENOCTHOCTh M JOCTYIIHOCTD
IIEPCOHAIBHBIX AAHHBIX IIpH UX 00paboTke B MHPOPMAIIMOHHBIX CHCTEMaX IEPCOHANBHBIX JTaHHEBIX.

bioxkuposanme 1NepPCOHANBHBIX [JAaHHBIX — BPEMEHHOE IpekpammeHue cbopa,
CHCTEMaTH3alMy, HaKOIUIEHHUS, WCIONB30BAHMUS, PACIPOCTPAaHEHUS MIEPCOHATBHBIX NAHHBIX, B TOM
YHCJIEe UX TIepeatn.

Bupyc (koMIObIOTepHBI, NPOrpaMMHBIN) — WCIOIHAEMBIH TPOTPAMMHEIN KOJX WK
HHTEpHpEeTHpYyeMbIii Ha0Op MHCTPYKIMH, OONajaromuid CBOWCTBAMH HECAHKITMOHHPOBAHHOTO
pacIipocTpaHeHus U camoBocrpou3BeneHus. Co3gaHHbIe AyOIMKaThl KOMIBIOTEPHOTO BHpPyCa HE
BCEr/Ia COBIANAIOT C OPUTHHAJIOM, HO COXPaHSIOT CIIOCOOHOCTD K JalTbHEHIIEMY pacIpOCTPaHEHUIO
¥ CaMOBOCIIPOU3BEICHHIO.

Bpenonocnas mporpamma — IIporpamMMa, NIpeIHAa3HAYEHHAs Ui  OCYIECTBIICHHS
HECaHKIIMOHNPOBAHHOTO AOCTyNa M (MIM) BO3AEHCTBHS Ha NEPCOHANBHbIE JAaHHBIE WM PECYPCHI
AH(OPMAITHOHHOM CHCTEMBI IIEPCOHATBHBIX JAHHEIX.

BenomorarenbHble TeXHHYECKHE CpPeICTBA H CHCTeMbI — TEXHUYECKHE CpPEICTBA H
CHCTEMB], HE TIpeJHa3HaueHHBIC UL Nepefaud, oOpaboTKH M XpaHEHHs IEPCOHANBHBIX IMaHHBIX,
YCTaHABIIMBacMBbIe COBMECTHO C TEXHMUECKUMH CPEJCTBAMH W CHCTEMaMH, IpeHa3HAYCHHBIMHE JIJIs
06paboTKH NEPCOHANBHBIX JAHHBIX WM B IOMEIIEHISX, B KOTOPHIX YCTaHOBJIEHBI HHPOPMAITMOHHEIE
CHCTEMBI [IEPCOHATIBHBIX JAHHBIX.

JocTyn B omepalMOHHYI0 cpedy KoMIbioTepa (MH(GOPMANHOHHON CHCTEMBbI
NEPCOHAJBLHBIX JAaHHBIX) — IIOJyIeHHE BO3MOXKHOCTH 3allyCKa Ha BBIIOIHEHHE IITATHHIX KOMAHT,
GbyHKIHH, OpOLERyp OUEPAalAOHHOH CHCTEMBI (YHMYTOXEHWS, KOIMpPOBAHHS, IHEpeMEINeHHs H T.IL),
HCTIOHACMBIX (haiJIOB MPUKIIAIHBIX TPOTPaMM.

Hoctyn k uapopMannu — BO3MOXKHOCTh TTOTydeHMs HHQOPMAITMH U €€ HCIIOIh30BAHHS.

3aknafouHoe yCTPOMCTBO — 3IEMEHT CPelCTBa CheMa HH(OpMAIH, CKPHITHO BHENPSIEMBIA
(3axuTampIBaEMBI WM BHOCHMBIHM) B MECTa BO3MOKHOTO cheMa HH(opMaIivi (B TOM HHCIIE B OrPaXIICHHE,
KOHCTPYKITHIO, 000py/I0BaHIeE, IIPeIMEThl HHTEPhepa, TPAHCIIOPTHBIE CPEJCTRA, a TAIOKE B TEXHHUECKHUE
CpeZICTBa ¥ CUCTEMBI 00paboTKH MHGOPMAIIHH ).

3amumaemas wnadopmanms — HHPOPMAIHS, SBISIOMMAICS TPEAMETOM COOCTBEHHOCTH H
MIOZJIEXKAITAs 3alUTe B COOTBEICTBHM C TpeOOBAHMAMM IIPABOBBIX JOKYMEHTOB MM TPeOOBAHMSIMH,
YCTaHARIMBAEMBIME COOCTBEHHHAKOM HH(DOpMAITHH.

Nnenmnduxanmsa — npucBoeHrue cyObeKkTaM M 00BekTaM [ocTyna HuAeHTUUKaropa U (HIH)
CpaBHEHHE IPEIbIBIISIEMOT0 HIEHTU(HUKATOPA C IEpedHeM IPUCBOSHHBIX UIEHTHU(HHKATOPOB.

NadopmaTuBHBIA CHIHAN — DJIEKTPUUECKAE CHTHAJEL, aKyCTHUECKHE, SNEKTPOMATHHTHBIE H
Ipyrue (U3MYecKrWe IO, [0 IapaMeTpaM KOTOpBIX MOXeT OBITh packpblta KOH(MHISHITHAIHHAS
urpopMarms (epcoHATHHBIE JaHHBIe) 00pabaThiBaecMas B WH(OPMAIMOHHOM CHCTEME NEePCOHATHHBIX
JIAHHBIX.

Nudopmannonnas cucremMa nepcoHanbHbIX AaHHbIX (MCIIAH) — mHbOpManmuoHHAS
CHCTeMa, NIPeJICTaBIsIIOmas coboi COBOKYITHOCTh TEPCOHATBHBIX JAHHBIX, coepxKamuxcs B Oaze
MaHHBIX, 4 TaKkke WHOOPMAIMOHHBIX TEXHOJOTHH W TEXHHYECKHX CPEICTB, ITO3BOJISIOIIHAX
OCYIIECTBISATh 00pabOTKy TakMX IIePCOHANBHBIX JAHHBIX C HCIOIB30BAHHEM CPEICTB
aBTOMaTH3aIMy WM Oe3 HCIONB30BAHMS TAKHX CpPENCTB, HCIOJb3yeMas B 00pa3oBaTennHOM

YUpEKTICHHH.



HNudopmannonHbie TEXHOIOIHH — IIPOIECCHL, METOBI TIOKCKa, cOopa, XpaHeHws:, 06paboTku,
IPENOCTABNIEHNS, PACIPOCTPAHEHHs HH()OPMAIMH M CIIOCOOBI OCYIMECTBIEHHS TAKHX IIPOLIECCOR W
METOJIOB.

Hcnonn3opanue NepcOHANBHBIX JAHHBIX — IEHCTBHs (ONEpAIlHH) C NEPCOHAILHBIMHE
JAHHBIMH, COBEpINAEMBIE OIIEPATOPOM B IENAX TPHUHATHAS pEIICHWH MM COBEPINEHUS MHEBIX
OEWCTBHMN, TOPOXKJAIOIINX FOPUAAYECKHAE HOCIEICTBHS B OTHONIEHHH CYOBEKTa IEPCOHANBHBIX
JAHHBIX MM JPYTHX JHMI JuO0 HHBM 00pa3oM 3aTpardBaroOIMWX IIpaBa M CcBOOOIEI cyOBexTa
IIEPCOHANBHBIX JaHHBIX MU IPYTHX JIHIL.

HcTounnk yrpossl 6e30nacHOCTH HH(popManmu — cyOBEKT IOCTYIIA, MaTepHATBHEI OOBeKT
WK (pH3HHecKoe SBICHHE, SBIFOLHMEcs IPIIHMHON BOSHAKHOBEHHS YTPO35l 6e30MacHOCTH HH()OPMAIIHH.

Konrponupyemas 30Ha — IpoCTpaHCTBO (TEppUTOpHs, 3aHUE, YacTh 3aHUS, IIOMEINEHHUE), B
KOTOPOM HCKIFOYEHO HEKOHTPOIHpYeMOE INpeObIBAHME IIOCTOPOHHMX JMI, a Takke TPAHCIIOPTHBIX,
TEXHUYECKUX U MHBIX MATEPHUATBHBIX CPEIICTB.

KonduaeHnuajlbHOCTh NEPCOHANBHBIX JAHHBIX — O0s3aTelbHOE I COOMONSHMS
OIEPaTOPOM HIIH MHBEIM MOy <HBINFM JOCTYI K IIEpCOHAIBHBIM TAaHHBIM JIMIIOM TpeOOBaHHe He IOy CKAaTh
HX DPacIpoCTpaHeHus 0e3 corfacus CyObeKTa IMEpCOHANBHBIX MaHHBIX HIH HAIMYHS MHOIO 3aKOHHOTO
OCHOB2HHSL.

MeskceTeBoii 3KpaH — JOKUTBHOE (0JHOKOMIIOHEHTHOE) MM (HYHKIMOHANBHO-PACIIPEIETEHHOS
HpOrpamMMHOE (IPOrpaMMHO-AIMIAPATHOE) CPEICTBO (KOMIUIEKC), PeaTA3yIOlee KOHTPONb 38 HHPOPMALTHEH,
nocTynaromell B MHGOPMALMOHHYIO CHCTEMY IMEPCOHAIBHBIX [MaHHBIX H (W) BBRIXOLINEH w3
HUHPOPMAITMOHHOM CHCTEMBIL.

Hapymmurenb 6€30acHOCTH MEPCOHANBHBIX NAHHBIX — (QH3MUECKOE JWTIO, CIy4aliHO MM
IPEHAMEPEHHO COBEPINAIOMIEE NEUCTBMS, CIIEICTBUEM KOTOPBIX SIBIIETCS HapyIleHHe Oe30IacHOCTH
HEPCOHATBHBIX JAHHBIX IIPH X 00pabOTKe TEXHWIECKAMH CpeCTBaM¥ B HWH()OPMAIMOHHEIX CHCTEMAX
NIEPCOHATBHBIX TAaHHBIX.

HeapTomaTHsupoBanHas  o0pafoTka  mepCOHAJBHBIX  JaHHBIX—  00paGoTka
IIEPCOHAIBHBIX [JAHHBIX, COAEPXKAIIMXCS B HHQOPMAIMOHHOW CHCTEME IIEPCOHANBHBIX JAHHBIX
00 M3BIICUEHHBIX H3 TAKOM CHCTEMEI, CUMTAETCS OCYIIECTBICHHOH 6e3 MCIONB30BaHNS CPENCTB
aBTOMAaTH3allMH (HeaBTOMAaTH3UPOBAHHOM), €CIIM TaKHe JIEHCTBUS C TIEPCOHABPHBIME JAHHBIMH, KaK
HCIOIB30BAHME, YTOYHEHWE, paclpOCTpaHEHHE, YHHYTOXKECHHE NEPCOHANBHBIX MJaHHBIX B
OTHOINEHHH KaXJI0ro M3 CyOBEKTOB IIEPCOHANBHBIX JAHHBIX, OCYIIECTBISTIOTCS  IIPH
HEIOCPE/ICTBEHHOM YYaCTHH YelIOBeKa.

HepnexnapupoBaHHble  BO3MOXKHOCTH —  (DYHKIMOHAQIBHBIE  BO3MOXHOCTH  CPEICTB
BEITHCIATENBHOM TEXHHKHY, HE OIFCAHHBIE WM HE COOTBEICTBYIOIIME ONHCAHHBIM B JOKYMEHTAIWH, TIPH
HCIIONB30BaHUM KOTOPBIX BO3MOYKHO HapyIleHHe KOH(UISHIMAILHOCTH, IOCTYITHOCTH FUTH IEJ0CTHOCTH
obpabaTbBaeMoi HHGHOPMAITHH.

HecanknuoHnpoBaHHBI JOCTYNl (HEeCAHKIMOHHUPOBAHHBIC HeficTBUS)— IOCTYI K
pHQOpMaIMM WM JeHcTBHS ¢ uHbOpPMAIEH, HApYIIAIOINMEe IPABANIA pasTpaHWYeHHs JOCTYIA C
HCIIONG30BaHMEM  INTATHBIX ~ CPENCTB, IPENOCTaBIfeMbIX  HHGOPMAIMOHHBIMH  CHCTEMaMHK
IEPCOHATBHBIX JTAHHBIX.

Hocuresrs wadopMamym — (Qu3MUeckoe JMI0 WM MaTepHATBHBII OOBEKT, B TOM UHCIE
(u3IIecKoe TI07Ie, B KOTOPOM HH(OpMAITHA HAXOIUT CBOE OTPaKEHHE B BHIC CHMBOJIOB, 00pa30B, CUTHAJIOB,
TEXHMYECKIX PEITIeHUH ¢ IIPOLIECCOB, KOIMYECTBEHHBIX XapaKTEPUCTHK GU3HIECCKUX BEIHIHH.

O0e3nuuBagHe MNEePCOHANBHBIX JAaHHBIX — JIEHCTBHS, B peE3ynbTare KOTOPBIX
HEBO3MOXHO OIpPEAEIUTh IPHUHAMNIEKHOCTh IEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
[IEPCOHATBHBIX TAHHBIX.

O0paGoTKka mepcOHANLHBIX JAHHBIX — JIeHCTBUS (OMepaly) ¢ NEePCOHATBLHBIMY JAHHBIMI,
BKIOUass cOOp, CHCTEMATW3ALMIO, HAKOIUIGHWE, XpaHeHWe, yTOuHeHHe (OOHOBICHME, W3MEHEHWE),
HCIIOJIE30BAHME, paclpocTpaHeHWe (B TOM HHCIe Ilepefady), OOe3WuuBaHWe, OJOKHpOBaHWE,
YHHUTO)KEHHE ITEPCOHATBHBIX TaHHBIX.

OO0menocTynHble  NepcoHAJbHbIE  JaHHbIEe — IIEPCOHANBHBIC  JaHHBIE, JOCTYII
HEOIPaHHYEHHOI'0 Kpyra JIMI K KOTOPHIM IPEJOCTABIEH C COTJachs CyOBEKTa IepCOHANLHBIX



JaHHBIX HJIM Ha KOTOPBIE B COOTBETICTBHH C (efepalbHBIMH 3aKOHAMH HE paclpoCTpaHsaeTcs
TpeboBaHue COOIMIONEHIS KOHDUICHITHATBLHOCTH.

Omnepartop (mepcoHANBHBIX AAHHBIX) — TOCYJAPCTBEHHEBIH OpraH, MyHHIMIATBHBIA OpraH,
FOPUIYECKOE WM (QM3HYECKOe JMIO, OpraHusyiomiee H (WIM) OCyHIecTBImomee 06paboTKy
IIEPCOHANBHBIX JAHHBIX, 4 TAKKE OMpEIe/SIOIHE IEeMM W CcofepykaHue oOpabOTKH IMepCOHATLHBIX
JAaHHBIX.

Ilepexsar (MmHpOpPManmn) — HEIPABOMEPHOE MOMyUeHHE HHOOPMAITHAH C UCIIONL30BAHHEM
TEXHHUYECKOTO CPEJCTBA, OCYIIECTBILIIOMET0 0OHApYKEeHHe, IIpHeM B 00paboTKy HHPOPMATHBHEIX
CHT'HAJIOB.

Ilepconanbuple mxaHHbple — 00as MHQOpPMAIUS, OTHOCSINAACS K OIPEICTCHHOMY KITH
OIpeJeNnIeMOMY Ha OCHOBAHHMH Takod MHGbopMmaryu ¢usugeckoMy Jmiy (CyObeKTy IepcoHAIBHBIX
JIAHHEBIX), B TOM YHCIIE €ro (haMHiIMs, UM, OTIECTBO, TOJ, MECSI], JaTa X MECTO POXKICHHUS, ampec,
CeMEHOe, COIHAIbHOE, HMYIIECTBEHHOE MOJ0XKeHHe, 00pa3oBanue, npodeccus, J0X0abl, ApyTas
uHpOpMAanHsL.

ITo6o4uHbIe 3JIeKTPOMATHATHBIE H3Ty4eHAS] H HABOJAKH — DJIEKTPOMAarHUTHEIE W3IYUECHUS
TEXHWYECKHX CpPEICTB 00paboTku 3amminaemMol wWH(pOpPMAIMH, BO3HHKAIOMIHME Kak I0OOYHOe
SBJICHHE WM BBI3BAHHBIE JJEKTPHYECKHMH CHTHATAMH, NEHCTBYIOINUMHM B HX JIIEKTPHYECKHX W
MArHUTHBIX IETIX, 8 TaKKe 3IEKTPOMArHWTHBIE HABOJKH 3THX CHIHAJOB HAa TOKOIPOBOJAINUE
JIMHWUH, KOHCTPYKIIUH ¥ IEeNH MUTAHHA.

IHontuTHKka  «9HCTOTO  CTONA» —  KOMIUIEKC  OPTraHW3allMOHHBIX  MEPOIPHSATHIA,
KOHTPOJIMPYIOIMX OTCYTCTBHE 3allMCHIBAHHS Ha OyMaXHBIE HOCHTENHM KIIOUeH W aTpuOyTOB
Jocryna (mapoieit) u XxpaHeHHs X BOIH3H 00BEKTOB JOCTYIIA.

IHoap3oBaTear HWHGDOPMAIMOHHOH CHCTEMbI MEPCOHAJIBHBIX MAHHBIX —  JIATIO,
ydacTByIoIee B (GYHKIMOHHPOBAHWHM WHGOPMAIMOHHON CHCTEMBI MEPCOHANBHLIX NAHHBIX MUIH
HCIIONB3YIOIIee Pe3ynbTaThl e HyHKIIMOHUPOBAHHUS.

IIpaBuia pasrpanM<eHds J0CTyNa — COBOKYIIHOCTh IIPaBHJI, PErJaMEeHTHPYIOIIUX IIpaBa
JoCcTyIa cyOBEKTOB JOCTYIA K 00BEKTaM TOCTYIIA.

IlporpaMmMHas 3aKiIaaKa — KoJ IIPOrpaMMBl, IIpeJHAMEPEHHO BHECEHHBIM B IIPOrPaMMy ¢
LENBI0 OCYIIECTBHTh YTE€UKY, W3MEHHUTh, OJOKHPOBaTh, YHHYTOXUTH WHOOPMAIHIO WK
YHUYTOXMTE M MOJUQHUIHPOBATH IIpOrpaMMHOE oOeclieucHue WH(QOPMAIMOHHON CHCTEMEI
IEPCOHANBHBIX TaHHBIX ¥ (W) OJIOKUPOBATH anmapaTHBIE CPEICTRA.

IIporpammHoe (IporpaMMHO-MaTeMaTHYECKOe) BO31eHCTBHE — HECAHKIIMOHMPOBAHHOE
BO3JIEHCTBHE HAa PECYpchl aBTOMATH3UPOBAHHOW MH()OPMAITMOHHOW CHCTEMBI, OCYINECTBIIIEMOE C
HCIIOIb30BaHUEM BPEIOHOCHBIX IIPOTPaMM.

PackpeiTHe NepCcOHANBHBIX [AHHBIX — YMBIIUIEHHOE MM CIy4aiflHOe HapyllleHHe
KOH(UICHITHATIFHOCTH IEPCOHATBHBIX JJAHHBIX.

Pacnpocrpanenne mepcoHAJbHBIX JAaHHBIX — JEHCTBUS, HalpaBlICHHBIE Ha Mepemady
IEPCOHANBHBIX JAHHBIX OIIPENEIEHHOMY KpyTy JHIl (liepefada NepCOHANBHBIX NAHHBIX) PIA Ha
O3HAKOMJIGHHE C IIEPCOHANBHBIMH JaHHBIMH HEOTPAaHHYEHHOTO Kpyra JHIl, B TOM YHCIE
00HApoMOBaHNWE IEPCOHANBHBIX JAHHBIX B CPENCTBaX MACCOBOM HWH(OPMAITHH, pasMeEIeHHe B
HHGOPMAIOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETSIX WM MPEIOCTAaBICHHE JOCTYIA K TEPCOHAILHEIM
IAHHBIM KAKUM-JIHOO0 HHEIM CIIOCOOOM.

Pecypc undopMannoHHOH cHCTEMbI — IMEHOBAHHBIA 3JIEMEHT CHCTEMHOTO, PHUKIIAIHOTO
WM aniapaTHOro obecrieueHus QyHKIIHOHUPOBAHKS UHDOPMAITHOHHOA CHCTEMBL

CpeacTBa BHIMHCIHTENBHOH TEXHHKH — COBOKYIIHOCTH IIPOIPAMMHBIX H TEXHHYECKHX
9NIEMEHTOB CHCTEM 00pabOTKH JAaHHBIX, CIIOCOOHBIX (PYHKIIOHMPOBATE CAMOCTOSTENIEHO MIIM B COCTaBe
JIPYTHX CHCTEM.

Cy0bexT mocryna (cy0beKT)— NHII0 WM IIporiecc, AeHCTBHS KOTOPOIO perfiaMeHTHPYIOTCS
IPaBHJIAMH PA3TPAHWUCHHUS HOCTYIIA.

Texnnueckue cpeacTea HHGOPMANOHHOH CHCTEMBI IEPCOHANBHBIX JaHHBIX — CPEICTBA
BBIYHCIUTENHHON TEXHHKH, HH()OPMAIMOHHO-BEIMHCIATENBHEIE KOMIUIEKCHL W CETH, CPENCTBA M CHCTEMBI
meperauy, npuemMa u  obpaborkm 1[I (cpenctea M cHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHHS,
3BYKOBOCIPOM3BEICHHS, TIEPETOBOPHBIE U TEJIEBU3HOHHBIE YCTPOHCTBA, CPECTBA H3TOTORIEHHS, THPAKHMPO-



BaHMA IOKYMEHTOB H JIPYTHe TEXHMYECKHE CPeZicTBa 00paboTKH pedeBoit, rpadiaeckoi, BUIeo- U OyKBEHHO-
1E(POBOH HHPOPMALIHH), IPOrPaMMHBIE CPEZICTBA (OIEPAIOHHBIE CHCTEMBI, CHCTEMBI YITPaBIIeHH: Gazamu
JIAHHBIX | T.IL.), CPEZICTBA 3aIIATHI HH(pOpMAI, IIpAMEHsSeMBIe B HH(OPMAIMOHHBIX CUCTEMAX.

Texnugecknii Kaman yreukn HHGOPMAIMH — COBOKYIHOCTH HOCHTENs HH(OpMAIHI
(cpencrBa 06pabOTKH), (PU3MHUECKOH Cpembl PaCHpOCTpaHEeHHMS HH(pOPMATHBHOIO CHTHAA H CDPEJICTB,
KOTOpPBIMH JOOBIBAETCS 3aIUIiaeMast MHGOPMAITHSI.

Tpancrpanndnasn nepenada nepcoHaJbHBIX JAHHBIX — II€peayua MEPCOHANBHEIX JAHHEIX
omeparopoMm uepe3 ['ocymapcTBeHHyro rpaHuily Poccmiickoit ®enepaiym oprady BIIACTH
HMHOCTPAHHOTO rOCYAapCTBa, HH3MIECKOMY HIIH IOPHANYECKOMY JIAIy HHOCTPAHHOTO roCyJapCTRa.

¥Yrpo3nl (€30maCHOCTH NEPCOHAJLHBIX JAHHBIX — COBOKYIHOCTH YCIOBWMH ¥ (HakTopos,
CO3/IAFOIIMX OIACHOCTL HECAHKITHOHMPOBAHHOIO, B TOM YMCIE CIIy4YaifHOTO, JIOCTYIa K TepPCOHANBHBIM
TIAHHBIM, PE3YIIETATOM KOTOPOrO MOYKET CTaTh YHMYTO)KEHHE, M3MEHEHHe, ONOKMpoBaHWe, KOIMMPOBAHKE,
PACIIPOCTpaHEHHE IIEPCOHATBHBIX JaHHbIX, 4 TAloKe MHBIX HECAHKIMOHMPOBAHHBIX ICUCTBUMM MPH X
o0OpaboTke B HH(QOPMAITHOHHOH CHCTEME IePCOHANIBHBIX JAHHBIX.

YHuUYTOXKeHNe NMePCOHANBHBIX NXAHHBIX — JIEHCTBHS, B Pe3yJbTare KOTOPBHIX HEBO3ZMOXKHO
BOCCTAHOBHTE COIEPIKAHHME NEPCOHATBHBIX JAHHBIX B MH(OPMAMOHHON CHCTEME TIEPCOHANLHEIX JAHHBIX
WM B PE3YIIBTATe KOTOPBIX YHUYTOXKAIOTCS MaTepHAIbHBIE HOCUTETH MTEPCOHATIBHEIX JAHHBIX.

YTeuka (3amumaemoii) nHGoOpMaNHH 110 TEXHHIECKHM KaHAJIAM — HEKOHTPOJIUPYEMOE
pacIpocTpaHeHne MH(pOPMAIAE OT HOCHTEN: 3allmaeMoi MHbopMarmy depe3 (U3MUECKyIO Cpely mo
TEXHHYECKOTO CPEZICTBA, OCYIIECTRILIOIIETO ITIepexBaT HHGOPMAIIHH.

Ys3BEMOCTE — CIIa00CTh B CPEICTBAX 3aIlUTEHL, KOTOPYIO MOYKHO HMCIOJNB30BATh U HAPYIIICHFS
CHCTEMBI W cojiepxkattetics B Hell HHOpMAITHH.

HexocrHocTe HHpOPMALMH — CIOCOOHOCTH CPENCTBA BLIUMCIHMTENLHOM TEXHHKHM MM
ABTOMATH3HMPOBAHHOM CHCTEMBI 00ECIEUBATh HEM3MEHHOCTh HH(OPMAITAH B YCIIOBHSX CIIyYalHOTO H/¥IH
IIpEeIHAMEPEHHOTO HCKKEHHA (paspyIeH s ).



OBO3HAYEHHUS 1 COKPAIIIEHU ST

ABC — aHTHBHUPYCHBIE CPEICTBA

AC — aBTOMAaTH3UPOBAHHAS CHCTEMA

APM — aBTOMaTH3HPOBAaHHOE PaboTee MECTO

BTCC — BciomoraresbHbIe TEXHUIECKHE CPEICTBA U CHCTEMBI
NCIa — uadopManoHHast CHCTEMA IIEPCOHATBHBIX JAHHBIX
K3 — xonTpomipyemas 30Ha

JIBC — nokansHas BEMUCHTEIHHAS CeTh

MD3 — MmexcereBoi 9KpaH

HCJT — HecaHKIMOHMPOBAHHBIH TOCTYII

OC — oneparoHHas cHCTEMA

OY — ob6pazoBarenbHOE YIpEKICHHE.

[1]11 — mepcoHabHbIE TaHHbIC

IIMB — porpamMMHO-MaTeMaTHIeCKoe BO3ICHCTBIE

I10 — nporpammHoOe obecnieueHue

ITOMUH — no6GoyHEBIe S1eKTpOMAr HATHBIE H3TyUeHHS i HABOJIKH
CA3 — cucrema aHan3a 3alUIIEHHOCTH

C3U — cpencrra 3amuThl HHHOPMAITHA

C3I1/Ia — cucrema (moacucTeMa) 3alUThI TEPCOHATTBHBIX JJAHHBIX
COB — cucrema 06HapyKeHHS BTOPKCHHI

TKYU — Texaudeckue KaHATBI YTEUKA HHOOPMATTHH

TC — Texavdeckue cpencTra

VYBI1/Is — yrpo3s! 6e30MacHOCTH MEPCOHATBHBIX JAHHBIX

AUb — amvummcTparop HHGOPMAITHOHHOH 6€30IMaCHOCTH



BBEJIEHUE

Hactosmas  Konmenmus  uwHGOpMAHOHHOH 0e30IMacHOCTH NCIL/IH, ucions3yemas B
My=ununageHOM aBTOHOMHOM 00Pa30BaTENFHOM YUPEXKICHHH [OTOJHUTENLHOTO 00pa3oBaHms
«lenTp HOMONHUTENBHOTO 00pa3oBaHus IeTei» (manee - OY), sBusercs opumuaIbHbIM

JOKYyMEHTOM, B KOTOPOM OIIpeZelieHa CHCTeMa B3IVI0B Ha obecnedeHne WHOOPMAIMOHHOMN
6ezonacuoctr OV,

Hacrosmas Konnenuus onpeznenseT OCHOBHBIE IIETH M 3aadH, a TAKKe OOIIYIO CTPaTernio
IIOCTPOEHMs] CHCTEMBI 3alUTHl IepcoHaNbHBIX AaHHbBIX (C3 IIJx) OVY. Konuenmus ompeneirser
OCHOBHBIE TpeOOBaHHS KM 0a30BbIE IOAXOABl K HX peaHM3alldH Ui JOCTHXKEHHS TpeOyeMoro
ypoBHS 6e30macHOCTH HHGOPMAIHH.

Konnermus paspaboTaHa B COOTBETCTBHM C CHCTEMHBIM IIOAXOMOM K OOeCIEeYeHHIo
uHpopManuoHHOH Oe3omacHocTH. CHCTEMHBIM [OAXOA TPENIoNaracT IPOBEISHHE KOMILIEKCA
MEPOTIPUSATHH, BKIIOYAIOIINX HCCIEI0BAHNE YIPO3 HHPOPMAIMOHHOH 6e30ImacHOCTH B pa3paboTky
cucteMsl 3amuATs [1/1H, ¢ MO3HIIMK KOMIIIEKCHOTO IPUMEHEHHS TEXHHIECKUX U OpPraHM3aIHOHHEIX
MEp U CPEJCTB 3aLIUTHI.

Iox undopmanuoHHOH Oe3zonacHoCTHO [1/[H MOHMMaeTCs 3aMUINEHHOCT EPCOHAIBLHEBIX
JTaHHBIX U oOpabaThIBaromel WX WHQPaACTPYKTYpHI OT JIOOBIX CIyYAHHBIX HITH 3JI0HAMEPEHHBIX
BO3JICHCTBHH, pe3ylIbTaTOM KOTOPBIX MOKET SIBUTHCS HaHECeHWe ymepOa camoit mHbopMaIuu, ee
Branensiam (cyowsextam I1J[H) wmm mabdpactpykType. 3amaud WHOOPMAIMOHHON Oe3o0macHOCTH
CBOZATCS K MUHUMH3AIUK yImepba 0T BO3MOXKHO# peann3annu yrpo3 6e3onacHoctr 1/, a Takxke
K IIPOTHO3HPOBAHHUIO U IIPEIOTBPAIICHHUIO TAKHX BO3ICHCTBHIH.

Komnenmus ciyxuT OCHOBOH Ui pa3paboTKM KOMILIEKCA OpPraHU3allHOHHBLIX U
TEXHHYECKHX Mep o obecnedeHuto nHpopmarmorHoi 6ezomacHoct OV, a Taxke HOPMATHBHBIX
M METOJMYECKHX JOKYMEHTOB, 00ECIIEUMBAIONINX €€ PeaM3aluio, W He IPEInoiaraetT MOIMEHSI
¢GyHKIHE TrOCYyHapCTBEHHBIX OpraHoB BrnacTe Poccuiickoit @exepanmu, OTBEUYAOIMX 3a
obecniedenue 6e30acHOCTH MH(POPMAITMOHHEIX TEXHOJIOTHH 1 3alUTy HH(GOPMAIIHH.

Konnenius sBiseTcst MeTOLOJOIHYECKOH OCHOBOH JIIS:

(hopMHpPOBaHHS W TPOBEACHHS €IMHON IONMTHKA B 00JacTH obecriedeHus OE30IaCHOCTH
IT11u 8 UCII[Tu OVY;

IIPUHSATHS YIPABISHICCKAX PEIICHUH W Pa3paboTKH TPaKTHUSCKHX MEP IO BOILIOIIEHHIO
nonutukyd 6ezomacHocTd IIJ[H ¥ BBIpaOOTKHM KOMILIEKCA COTJIACOBAHHBIX MEp HOPMATHUBHO-
[IPaBOBOTO, TEXHOJOTHYECKOTO W OPraHMU3alMOHHO-TEXHHYECKOr0 XapaKTepa, HANpaBIEHHBLIX Ha
BEISIBIICHUE, OTpaKeHUE U IMKBUAAIIMIO ITOCIE/ICTBUM peanu3aluyl pa3IuIHbIX BUI0B yrpo3 [1J1H;

KOOPJIMHAITMH IEATEILHOCTH CTPYKTYPHBIX HozpasaeneHnit OY mpu npopeeHur paboT 1Mo
pasBuTiio u skcruryaranmuu UCIIIH ¢ cobmonenuem TpeGoBaHui obecliedeHHs 0€30maCHOCTH
Im;

pa3paboOTKH  TPEeUIOKEHHH IO COBEPIIEHCTBOBAHMIO IIPaBOBOTO, HOPMATHBHOTO,
METOAMIECKOT0, TEXHHYECKOTO M OpraHu3anuonaoro obecrneuernus Oezomacuoctd [1{n 8 UCITH
OVv.

O6nacth mpuMeHeHusT KOHIIENIINH pacpocTpaHseTcs Ha BCe CTPYKTYPHBIE ITOpa3ie/ie Hus
OV, »skcmmyartdpyromque TexHWYeckne u nOporpammubie cpenctBa MCII[IH, B xoTophxX
OCYIIECTBIIIETCS aBTOMaTu3MpoBaHHas ob6pabdorka [IJ][H, a Take Ha HOApa3HeTCHUS,
OCYINECTBISIONIME  CONPOBOXIEHHE,  OOCIyXuBaHWME W  OOeclledeHHe  HOPMAIBHOIO
¢byuxmonnposanus UCIIJIH.

IIpaBoBo#t 0Gazoii s paspaborkm Hacrosmed Kormenmuu cuyxatr TpeboBaHHS
nelicTBytomux B PoccHM 3aKOHOAATENHHBIX W HOPMATHBHBIX [IOKYMEHTOB II0 00ecIedeHUIo
6e30macHOCTH nepcoHanbHBIX JaHHbX (I1J[H).



1. O6mue moJ1oxeHHn

Hacrosamas Konnennus onpeznernseT OCHOBHBIE IIENH U 33/1a4H, a TAKKE OOIIYI0 CTPaTeruio
MIOCTPOCHHMSI CHCTEMEI 3aIUTEI epcoHanpHbIX JaHHbBIX (C3I1/1x) OV, B cooTBeTcTBHHE ¢ Ilepeunem
HUCITTr OVY. KoHnenmnms onpenenser OCHOBHBIE TpeOoBaHus u 0a3oBble HOAXOOBI K WX
peanM3aliuy, A JOCTHKEHHUS TpeOyeMoro YpoBHs 6e30IacHOCTH HHGOPMAIIHH.

C3IIAx npencraBmseT coOOM COBOKYHHOCTH OPraHM3allAOHHBIX M TEXHHYECKHX
MeponpHuATHd Uit 3ammTel [IJIlH OT HempaBOMEepHOTO WM CIy9alfHOro [OCTyIa K HHM,
YHAYTOXKCHHUS, H3MEHEHHs, OJIOKUPOBaHMsI, KOMMPOBaHus, pactpocTpanenus [1/IH, a Taxke HHBIX
HEIIPaBOMEPHEIX ACHCTBHH C HUMM.

BezormacrocTh EPCOHATBHEBIX JTAHHBIX JOCTHTAETCS myTeM UCKIFOYUCHMS
HECAaHKIHOHMPOBAHHOIO, B TOM YHCIE CIy4aifHOro, MJOCTYIa K IIEPCOHANBHBIM JaHHBIM,
PE3yIbTaTOM KOTOPOTO MOXET CTaTh YHHYTO)XKE€HHE, H3MEHEHHe, OIOKHpOBaHWE, KOIMHMPOBAHWE,
pacipocTpaHeHHe IEPCOHANBHBIX TAaHHBIX, & TAKXKE WHBIX HECAHKITHOHAPOBAHHEIX JIEHCTBHIA.

Crpyxtypa, coctaB u ocHoBHble (yHkrpm C3IIJH ompedensioTcs WCXoAd H3 Kilacca
WCILda. C3IIJJH BKIOYaEeT OpraHW3alMOHHBIE MEPhI M TEXHHYECKHE CPEINCTBA 3aIl[ATHI
uedopMamuy (B ToM wuMcle IMHGpoOBaibHBIE (KpHiTorpaduueckume) CpeicTBa, CpeACTBa
IPENOTBPAICHNS HECAHKIHMOHHPOBAHHOTO JOCTyIa, YTEUKH HWHQOpMAIMU MO0 TEXHHYECKHUM
KaHayaM, IporpaMMHO-TEXHHYECKHX BO3JEHCTBUI Ha TeXHHMYecKHe cpencTBa obpaborku I1]1q), a
TaKKe UCIIOIb3yeMble B HH(POPMAITHOHHON crcTeMe HHGOPMAIMOHHbIE TEXHOIOTHH.

OTH MepH! IPH3BaHbl 00ECIIEIHTD:

KOH(UAEHIHATLHOCTH uHpOpMAaIH (3amura oT HECaHKITMOHUPOBAHHOTO
03HAKOMIICHHUS);

[eJO0CTHOCTh MHbopManuu (aKTyalbHOCTE M HEIPOTHBOPEUMBOCTE HHM)OpMAlVH, ee
3aIUINEHHOCTH OT Pa3pyILIeHus ¥ HECAHKITMOHUPOBAHHOTO U3MEHEHMS);

AOCTYNHOCTHL HMH(OpManuH (BO3MOXKHOCT 3a IIPHEMJIEMOE BpeMs IIOIYyYHTH TpebyeMyro
HH(OPMALMOHHYIO YCIYTY).

Cramun co3zmanus C3I1J[H BKIFOYAIOT:

IIPEANPOEKTHAS CTay, BKIIOYaromas npeanpoektHoe obcnenosanue UCIIIH, paspaboTky
TEXHUYECKOTO (YaCTHOI'O TEXHIMIECKOTO) 3a/JaHHs Ha €€ CO3/IaHue;

cTagusl NpoeKTHpoBaHMs (paszpaborku mpoextoB) u peammzanum WMCII[{d, BKIOwUaromas
paspabotky C3II/[x B coctase UCII/IH;

cramusa BBoga B gedicrBme C3II/IH, BrmOYaromas ONBITHYIO SKCIUTyaTalHIO W IPHEMO-
C/IaTOYHBbIE HCIIBITAHHS CPEACTB 3alUTH MH(OPMAIMH, a Takke OINeHKy coorBercTBHsa MCIIu
TpeboBaHHAM 6€301acHOCTH HHGOPMAIIHH.

Opranu3anroHHBIE MEpBl IPENyCMAaTpUBAIOT CO3JaHHE W IOJUICP)KaHHME TIPaBOBOM Oaskl
6e3omacHocty IIJ[H u paspaborky (BBemeHHME B [eHCTBHE) HPEAYCMOTPEHHBIX IloMMTHKOHN
uHbopmMarmonHol Oesomacroctd MWCIIJ[H cremyromux opraHH3alMOHHO-PACIOPSIHTEIBHEIX
JIOKYMEHTOB:

I1nan meponpusTuit no obecnedenuto 3amuTs! [1/10 npu ux o6pabotke B UCII/H;

[lopsanok peseprpoBarns B BoccTaHoBIeHUs padborocnocobrocty TC u 110, 6a3 nanHBIX U
C31;

HomxuocTHas uHCTpyKius agmuaucTparopa MCII/IH B wactu obecriedeHns 6e301acHOCTH
I11a mpu ux o6padoTke B UCIIIH;

JloixHOCTHAS HHCTPYKIUS agMuHKcTpaTopa 6e3onacaoctu UCIIH;

HomxuoctHas wHCTpykiws nonb3osatenss MCIIJua B wactm obecreueHus Oe30MIaCHOCTH
IIJ1x npu ux o6padbotke B UCIIIH;

WucTpykuns nonb30BaTens Ha ciiydail BOSHUKHOBEHHS BHEIITATHON CUTYyalluu;

TexHuueckrue Mephl 3alIUTH PEATU3YIOTCS IIPH IIOMOINM COOTBETCTBYIOIIHMX IIPOrPaMMHO-
TEXHUYECKUX CPEJICTB U METO/IOB 3aIMUTHL

[lepeuenr HEOOXOOMMBIX Mep 3aIMUTHl HHQOPMAIMH OIpeneNseTcs IO pe3yabTaTaM
BHyTpeHHeH IipoBepku Oe3onacHocT VICIT/(H OV.



2. 3a5a4n cHCTEMBI 3aIIUTHI NEPCOHATBLHBIX HaHHbIX (C3I11H)

Ocnoproll nensto C3II[Ia sBngercs MuHuMH3aIMs ymepba OT BOZMOXHON peanu3armu
yrpo3 6ezonacuocta [1]]H.

Jinsg  jocTHXKeHHs OCHOBHOHM Ienmm cumerema Oesomacsoctu [I/lw UCIIm  gomxaa
obecrieunBath 3 (HEKTHBHOE pELICHHEe CIEAYIONHX 3a1ad:

3alMTy OT BMEINATeNbCTBA B Iponecc ¢yHknuoHupoBanus WCII/IH mocTOpoHHEX Iwi
(BosmoxHOCTh mcHonb3oBaHHS AC W [OOCTYyD K ee pecypcaM [OODKHBL MMETh TOIBKO
3apETUCTPHPOBAHHBIE YCTAHOBJIEHHBIM MOPSIIKOM IIOJIB30BATEINH );

pasTpaHWYEHHEe  JOCTylla  3apEerMCTPUPOBAaHHBIX  IIONb30BaTelled K  anmapaTHBIM,
nporpaMMHBEIM K HH(opMarmoHHEIM pecypcam MCII/IH (BO3MOXHOCTE HOCTYIA TONBKO K TeM
pecypcaM ¥ BBINOJIHEHHA TOJILKO TeX OIEpalMi ¢ HUMH, KOTOpBIE HEOOXOJMUMBI KOHKPETHBIM
nonb3oBarelsiMm MCIIJIH 1uis BRIIONHEHHs CBOHX CIyKEOHBIX 00f3aHHOCTEH), TO €CTh 3alMUTy OT
HECAHKI[MOHUPOBAHHOTO JOCTYIIA:

k HHopmanuy, mupkymwpyromeii B ICI1/x;

K cpencTBaM BeucaATeNbHON Texuauku UCIIx;

K anmnapaTHeM, IPOIPaMMHBIM H KPHUOTOTpadMUeCKUM CpEACTBAM 3alUTHI,
ucnonszyemeM B UCI1]IH;

PerucTpaniio NCUCTBHH ITOJB30BATENCH IPH HCIOIB30BaHHM 3allUINAEMBIX PECYPCOB
WUCIIJTH B cHCTeMHBIX JXXypHaJlaXx M [EPHOJHUYESCKH KOHTPOJIL KOPPEKTHOCTH JAeHCTBH
[I0JIL30BATEJIEH CHCTEMBI IIyTEM aHAIN3a COAESPKUMOTO STHX JKYPHAJIOB; »

KOHTPOJIb LIEJIOCTHOCTH (00ecrieyeHre HEU3MEHHOCTH) CPellbl MCIIONHEHHS IPOTPaMM M ee
BOCCTAHOBJIEHHE B CIIydae HAPYIICHHT;

3aIIUTy OT HECAHKITHOHMPOBAHHON MOAUGHUKAITMK B KOHTPONb [EeI0CTHOCTH HUCIIONB3YEMBIX
B HCIIJlu mporpaMMHBIX CpeACTB, a TakKkKe 3alqUTy CHCTEMBl OT BHEIPEHUS
HECAHKIIMOHUPOBAHHBIX IPOTPaAMM;

samuTy IIJIE OT yredksm DO TeXHMYECKHMM KaHajlaM IIpu ee o0paboTKe, XpaHEHHH W
nepesiage o KaHajlaM CBSI3H;

samury 1IJIH, xpanmmoili, obpabarbiBaeMO¥ H TepemaBacMON IO KaHalaM CBS3H, OT
HECAaHKIIMOHUPOBAHHOTO pa3IJIaleHNs WIA HCKAKCHHUS;

obecreueHre SKHBYYECTH KpPHITOIpadMIecKHX CpeINCTB 3aIMuTHl HHGOOPMAIMH IIpH
KOMIIPOMETAIH YacTH KIIOUEBOH CHCTEMEL,

CBOEBPEMEHHOE BBIIBJIECHHE HCTOYHMKOB yrpo3 OeszomacHoctu [I/IH, npuuwH # yClIoBUM,
CIIOCOOCTBYIOIMMX HaHeceHHIO ymmepba cyObekram I1J[H, co3maHue MexaHH3Ma ONEPATHBHOTO
pearupoBaHus Ha yrpo3sl 0e3onacHoctd [1/1H 1 HeraTUBHEBIE TEHISHITHH,

CO3[aHME YCIOBHH 11 MHHHME3AIMA M JIOKAIH3alMH HaHOCMMOTO yiiepba
HEIIPaBOMEPHBIMH JEHCTBUSAMH (H3UYECKHX H HIOPHAMYECKUX JHIl, oclabjeHne HEeraTHBHOI'O
BIIASIHUA U JIMKBUIAUUS ITOCIEACTBUM Hapymenus 6ezonacaoctr [1J1H.



. O0BbeKTHI 3amMATHI
3.1. IlepeueHb HHGOPMANMOHHBIX CHCTEM
B OVY mnpomsBomurcs 06paboTKa IEPCOHANBHBIK JAHHBIX C IIOMOIIBIO MCIONB3YyeMBIX B OV
UCIIH.

Ilepeyens MCIIE ompenensdercs Ha ocHoBaHWM OTdera MO pPe3ylbTaTaM BHYTPEHHEHR
IIPOBEPKH (paszpabaTeIBaeTcs HHAUBAAYyaTbHO it OY).
3.2. IlepeyeHnb 00BEKTOB 3aNIUTHI

Obpextamu 3amuThl sBisercs uH(GopMaiusa, obpabarsiBaemas B VUCIIJIH, B TexHHYeCcKHe
cpencTBa ee 00pabOTKH U 3aIMUTEHL [lepcoHaNbHEIE JaHHBIE, TOATEKAIIME 3AIUTE, ONPENEICHE! B
Ilepeune nepcoHaNBHBIX JaHHBIX, HOpTeXamux samure 8 UCITa.

OOBEKTHI 3aIIUTHI BKIIOYAIOT CIEAYION¥E KOMIOHEHTE:

1) O6pabateBaemas nadGOpPMAIYL.

Texnonoruueckas HHPOPMAITHSL.

IIporpaMMHO-TEXHHUECKHE CpeICcTBa 0OpabOTKH.

Cpencrsa 3amutsr [1/]H.

Kanans! nE(OpMaInoEHOTO 0OMEHA H TEICKOMMYHHUKALIAH.

OOBEKTHI B IIOMEMIEHHS, B KOTOPHIX pasMernensl KoMmoueHTs MCIT/Tx.



4. Knacendpunxanusa nons3osareneit HCIIIn

ITomp3oBarenem MCIIJE sBmsiercs numo, ydacTByomee B (YHKIHOHHPOBAHHH
HHGOPMAITMOHHOR CHCTEMBI IEPCOHANBHBIX [AHHBIX WIH HCIONB3YIOIMEe pe3ynbTaThl  ee
¢yuxnuonupoBanusa. B OY nonszosarenem VUCIIJIu sBasercst mobol cotpynuuk OV, HMerormumit
noctyn k MCII/Ia u ee pecypcaM B COOTBETCTBHH C YCTAHOBJICHHBIM MTOPSIIKOM, B COOTBETCTBHH C
ero (hyHKIIHOHATBHBIMA 00SI3aHHOCTSIMH.

IomezoBaremu VCII/IH B OV nensTcs Ha TpU OCHOBHEIE KATETOPHH:

1) Anvummrctpatop WCIa. Cotpymumkm OVY, KOTOpHIE 3aHHMAIOTCS HaCTPOMKOM,
BHENIPSCHUEM M CONpOBOXAeHHeM cucreMbl. Anmuuucrparop HCII/IH obnmamaer criemyroimmm
YPOBHEM JOCTYTIA:

obnagaer monHOM uHHGOpPMANMEH O CHCTEMHOM M TNPUKIANHOM [IPOrPAMMHOM
obecnieuennu UCIIIx;

obnamaer monHOH HHbOpPMaIHeH 0 TeXHHYECKHX cpencTBax u kouburyparun UCIIJa;

HMECT JIOCTYII KO BCEM TEXHHYECKHM cpencTBaM 00paboTku MHGOPMALWH M JAHHBIM
NCIIH;

obnazaeT mpaBaMM KOH(QUTYPUPOBAHUS M aJMUHUCTPATHBHOM HACTPONKH TEXHHYECKUX
cpenct UCIT/In.

Hporpammuct-pazpaborauxk UCIIJIH. Cotpymemkm OY HIH CTOPOHHHMX OpraHM3aIlHi,
KOTODBIE 3aHHMAIOTCA pa3paboTko# mporpammuoro obecrnedenus. Paspaborank MCIITu obnamaer
CIIEAYIOIIKMM YPOBHEM JIOCTYyIIA:

obnanaer mHdOpMamuell 06 anropurMax M IporpamMmax 00paboTKM WHPOPMAIMH Ha
UCII/IH;

o6afaeT BO3MOXKHOCTSIMM BHECEHWS OINHOOK, HEISKIApHPOBAHHBIX BO3MOXHOCTEH,
IIPOrpaMMHBIX 3aKJIaZloK, BPEIOHOCHBIX NporpaMm B mporpammuoe obecneuenne UCITn
Ha CTaZii¥ ee pa3pabOoTKH, BHEIPEHHUS B CONPOBOXKICHHUS;

MOXeT pacmonaraTe moObME (parMeHTamMu uHGOopManmu o Tomonoruw MCIIJH u
TEeXHUYECKUX cpencTBax o6paboTku u 3amuTs [1/1H, 06pabaremaembrx 8 ICIT]H.
Omneparop HCII[In. Cotpymuumkm nofpasgenceHuit OV, ydacTBYIOIIMX B Ipolecce

skcruryatamuu ICIITa. Oneparop UCII[IH o6nanaer cieayromuM ypoOBHEM IOCTYIIA:

obnanaer BCEMH HEe0OXOTUMBIMHU aTpubyTamMu (mampumep, IapojeM),
ofecreurBarOMUMHU JOCTYII K HEKOTOPOMY ITOMHOXKECTBY [1JH;

pacrionaraeT KOHQUICHIIMANFHBIMA JAHHBIMH, K KOTOPBIM MMEET TOCTYIL.

Kareropun nonr3oBateneit AOMKHEI OBITH onpeseners! st kax o MUCIIIx. lomkHo OBITE
YTOYHEHO pa3felieHne COTPYAHHMKOB BHYTPU KaTeropuid, B COOTBETCTBHY C THIAMH IOJIL30BATENEH,
onpeneneHHbMH B [lomutrke nupopManuoHHONE 6€30IIaCHOCTH.

Bce BpIfBIEGHHBIE TpYIIBl IOJB30BaTeNned oTpaxatorcs B OTdere IO pe3ynbTaTaM
BHYTpeHHeH IpoBepkd. Ha ocHoBammm OtueTa oOIpenensioTcs IIpaBa AOCTyIA K DJIeMEHTaM
WCIIIr m1d Beex TpylI IONb30BaTeNel M OTpakaioTcs B MaTpuile JOCTyHa TONb30BaTeNei K
Im.



S.  OcHoBHbIEC IPHHIHUIBI IOCTPOEHHS CHCTEMBI KOMILIEKCHOM 3amaThl HHQOpMANnH

Iloctpoenne cucreMbl obecredenus OesomacHoctr [I[lH B UCIIJax OV m  ee
(GYHKIIMOHHPOBAHHE JODKHBI OCYINECTBIITHCS B COOTBETCTBHH CO CIIEAYIOINAMU OCHOBHBIMH
IPUHLIAIAMH:

3aKOHHOCTE;

CHCTEMHOCTE;

KOMILJIEKCHOCTE;

HETPEPLIBHOCTE;

CBOEBPEMEHHOCTE;

IIPEEMCTBEHHOCTH U HEIIPEPHIBHOCTH COBEPIIICHCTBOBAHUS;

IIEPCOHATBHAS OTBETCTBEHHOCTD;

MHAHUMU3ALAS IOTHOMOYHIH;

B3aMMO/JICHCTBYE B COTPYIHIIECTRO;

THOKOCTb CHCTEMBI 3aIIHTHI,

OTKPBITOCTE AJITOPATMOB M MEXaHU3MOB 3aIlUTHI;

IIPOCTOTA IPUMEHEHHS CPEJICTB 3alUTHI;

Hay4Hass 000CHOBAaHHOCTb M TEXHHUECKAS PEaT3yeMOCTh;

CIeNHany3anus ¥ NpodhecCHOHATH3M;

0013aTeNPHOCTE KOHTPOJLS.

5.1. 3axoHHOCTH

IIpenmonaraer ocyImecTBICHHE 3aIMUTHBEIX Mepoupusatuid u paspaborky C3II[Im OV B
COOTBETCTBHH C JECHCTBYIOIMM 3aKOHOJATeNBCTBOM B obOmactu 3amutel [IJlH u  apyrmx
HOPMATHBHBIX aKTOB IT0 0€30IIaCHOCTH MH(OPMAIIHH, YTBEPXKICHHBIX OpraHaMH TOCYIapCTBEHHOH
BIIACTH W YIIPABJIECHUS B IIpejieNiaX UX KOMIICTeHIHH.

Ilonp3oBaremn w oOcmyxwuBatommit mepconan II/la B UCIJlH OY nmomxusl OBITE
OCBEJIOMIIEHBL O IOpsaKe paboThl ¢ 3ammimaemoii mHGoOpMammed W 00 OTBETCTBEHHOCTH 3a
HapyineHue 3amuThl 11/TH.

5.2. CucremHOCTH

Cumcremupni momxon k moctpoermto C3[[[lm OV  mpenmonaraer yuer Becex
B3aHMOCBSI3aHHBIX, B3aMMOJIEHCTBYIOIMMUX ¥ M3MEHSIOIIMXCS BO BPEMEHU 3JIEMEHTOB, YCIOBHE H
(haKTOpOB, CYINECTBEHHO 3HAYHUMBIX /I TOHHMAaHHSA H peIleHus npobieMbl obecredeHus
6ezomacuoctu [1/1a 8 UCIIIx OY.

IIpu cozmaHUM CHCTEMBI 3alIUTHl IOJDKHBI YIUTHIBATECS Bee clabble U Hauboliee yI3BUMBIE
MecTa cucreMbl 00pabdotku I1/]H, a Taioke xapakTep, BO3MOXKHEIE OOBEKTHI ¥ HAIIPABIIEHHS aTaK Ha
CHCTEMY CO CTOPOHBI HapymuTene# (0Co6EHHO BEICOKOKBATU(PHUIMPOBAHHBIX 3T0YMBINIUIEHHAKOR),
IIyTH NPOHUKHOBEHHS B pacupenencHuble cuctembl B HCJl x wrdopmamuu. CucreMa 3anquThl
JOIDKHA CTPOMTHCS C YYETOM HE TONBKO BCEX H3BECTHHIX KaHANOB IpoHWkHOBeHms M HCJI x
uH(bOpMAalUHK, HO ¥ C YIETOM BO3MOYKHOCTH IOSIBIICHHS TPHHITHITHATLHO HOBBIX ITyTEH peaan3aliuu
yrpo3 6e30MacHOCTH.

5.3. Komnaekcnocts

KommnexcHoe MCHOIB30BAaHHE METOMOB M CPENCTB 3aIMUTHI IpeAIoiaracT COrlaCOBAHHOE
IPEMEHEHHE pA3sHOPOAHBIX CPEACTB IpH IIOCTPOEHWUM IIENIOCTHOM CHCTEMBI  3allHTEHI,
HEPEeKPHIBAIONIEH BCe CYIIECTBEHHBIE (3HAYMMBIC) KaHAIBl peayl3alldd YIpo3 W HE COoIepIKarlei
CJ1abBIX MECT Ha CTHIKAX OTHENBHEIX €€ KOMIOHEHTOB.

3amuTa JOJKHA CTPOUTHCS SINENOHHPOBaHO. [l Kax/I0T0o KaHala yTeukd HHGOpMAaIiui U
ULl KaXIOW yrpo3bl 0e30macHOCTH JOIDKHO CYIIECTBOBATH HECKOIBKO 3aIlUTHBEIX pPyOeKei.
Co3ganue 3amMTHBIX pyOekeidl OCYIIECTBIAETCS C YyYETOM TOTO, YTOOBI AN WX IIPEOMOJIEHHS
IIOTEHIHAIIEHOMY 3JIOYMBIIIIEHHUKY TpeboBamich NpodeccHOHaTIbHBIE HAaBBIKM B HECKOIBLKHX
HEB3aMMOCBSI3aHHBIX 00J1aCTIX.

Bremmsa 3aImuTa JIOTDKHA obecnieunBaThCA bU3MIeCKUMHA CpeJICTBaMH,
OpraHW3allMOHHBIMH M IIpaBOBbIMH MepamMu. OmHMM #3 Hambolee YKpEIUIEHHBIX pyoexei
IIpU3BaHBl OBITH CPEINCTBA KpUIITOrpadHUecKod 3alluThl, PEATM30BAHHLIE C HCIOIB30BAHHUEM



rexHonorud VPN. IlpuknanHo# ypoBeHB 3aIIMTBHI, YIHTHIBAIOIMWE OCOOSHHOCTH MpPEIMETHOM
o0nacTy, IpeicTaBIsIeT BHYTPEHHUH PyOex 3aIIuThL.
S5.4. HenpepsiBHocTh 3amuThl I1/{n

3amura IIJ]lH — He pa3oBoe MepONpHATHE W HE IPOCTas COBOKYITHOCTEH IMPOBEAECHHBIX
MEPOIPHUATHN U yCTAHOBIEHHBIX CPEJICTB 3alUTHl, a HEIPEePEIBHBIN IeJIeHalpaBIeHHbIH mporecc,
IIPEATOJIArarOIUH IPHUHITHE COOTBETCTBYIOIMX Mep Ha BCeX dTanax xku3HeHHoro mukna MCIT/ g,

HMCII/Ir momKHBI HAXOAUTHCS B 3aIMUINEHHOM COCTOSHHUM Ha IPOTSDKCHHM BCErO BPEMEHHM
BX (GYHKIHOHHPOBAHHA. B COOTBETCTBUH C 3THM IIPHHIMIIOM JOJDKHBEI IPHHHMATHCS MEPHI IO
Henonymenuto nepexona UCII/IH B He3aUINIEHHOE COCTOSHHE.

bonpmmMHCTBY (H3MUECKHX ¥ TEXHHYECKHX CPEACTB 3amMTHl AId  3D(EKTHBHOTO
BBINIONTHEHHS cBoMX OyHKIUE HeoOXomuMa IIOCTOSIHHAS TEXHHYECKas ¥ OpPraHH3alAOHHAsS
(anMuHHECTpaTHBHASA) MOJAEPAKKA (CBOEBPEMEHHAs CMEHA B 00ecIieYeHre IPABHILHOTO XPAHEHHS |
NIPHMEHEHHS MMEH, Mapojiel, Kmoded mm@poBaHHSA, IEpeonpeleleHre IIOMHOMOYME H T.IL).
IlepepsIBEl B paboTe CPENCTB 3alOUTHl MOTYT OBITH WCIOJNB30BAHBI 3JIOYMBIIIIEHHAKAME JUIS
aHaJln3a NPUMEHAEMBIX METOOB M CPEJCTB 3alUTHL, A BHEAPEHHS CIENHAIBHBIX TPOrPaAMMHEBIX
M almapaTHBIX '3aKiJafok' M JAPYyTrHUX CPEOCTB MPEONOJIEHHS CHCTEMBI 3alfUThl IIOCIe
BOCCTaHOBJICHHS e€ () YHKITHOHHPOBAHHUS.
5.5. CBoeBpeMeHHOCTH

IIpennonaraer ynpexnatomuit xapaxrep Mep obecneuenus GezomacHoctd IIJ[H, TO ecTs
IOCTAaHOBKY 3amad 1o KomiulekcHOM 3amure WCII[IH u peanmusamuio Mep obecmeueHHs
6ezonacHoctr IIJ[H Ha pamsux crammsx pazpabotku VICII[IH B 1e7IOM W €€ CHCTEMBI 3aIHTHI
uHGOpPMAIINY B YACTHOCTH.

Pa3paboTka cHCTEMSBI 3alUTHI JODKHA BECTHUCH MAPAIIETHHO C Pa3pabOTKOM U Pa3sBUTHEM
CaMOH 3aIWINAEMOM CHCTEMBI. OTO HO3BOIMT Yy4ecThb TpeOoBaHHS O€30IaCHOCTH IIpH
IIPOEKTHPOBAHUM apXUTEKTYpPEl W, B KOHEYHOM cueTe, co3jarb Oonee 3ddexTuBHBIE (KaK I10
3arparaMm pecypcoB, TakK U I10 CTOMKOCTH) 3aIUINEHHEBIE CHCTEMEIL
5.6. IIpeeMcTBeHHOCTH H COBEPIICHCTBOBAHHE

IpenmonaratoT IOCTOSHHOE COBEPIIEHCTBOBAHME MEP M CPEICTB 3aIMUTHI HHPOpMANHK Ha
OCHOBE IIPEEMCTBEHHOCTH OpraHM3AlMOHHBIX M TEXHWYECKHX pPEINeHHI, KaapoBOIO COCTaBa,
anamm3a Qyakruonupoanus MCII/IH u ee cHCTeMBI 3al0UTEl ¢ YIETOM H3MEHEHHN B METOHAX U
cCpelcTBax IepexBaTa HH(GOpMAIlM¥, HOPMATHUBHEIX TpeOOBaHM [0 3allWTe, XOCTUTHYTOI'O
OTEUYECTBEHHOI'O ¥ 3apyOE)KHOTO OIBITA B 3TOM 00JIacTH.
5.7.  IlepcomanbHasi 0OTBETCTBEHHOCTH

[IpenmonaraeT BO3JNOXXEHHE OTBETCTBEHHOCTH 3a obecredenue OesomacHoctd IIJ[H w
CHCTeMBI BX 00pabOoTKH Ha KaXIOTro COTPYIHHKA B Mpelerax ero mojaHoMounii. B cooTBeTcTBUM C
3THM IPHHIHUIIOM DacIpelellcHue NpaB M 0053aHHOCTEH COTPYIHUKOB CTPOHTCS TAKMM 00pazom,
9TOOBl B ciiydae JO00TO HapyIOeHWs] KpPYT BHHOBHHKOB OBLI WeTKO H3BECTEH WM CBEOEH K
MUHHMYMY.
5.8. IIpuHOMI MHHHMM3ANUY TOJHOMOYTHIA

Osnpauaer npemocTaBiIeHNe II0Ib30BATENSIM MUHAMATHHEIX IIPaB JOCTYIA B COOTBETCTBHH C
IPOU3BOLCTBEHHOM HEOOXOMUMOCTBIO, Ha OCHOBE MIPUHIMIA «BCE, YTO HE pa3pelleHo,
3anpereHoy.

Hoctyn x II[IH mokeH IpeNoCTaBIATHCS TONBKO B TOM Clydae W OOBEMe, eCli 3TO
HE0OXO0IMMO COTPYAHUKY /LI BBIIOJTHEHMS €0 JOJDKHOCTHBIX 00S3aHHOCTEH.
5.9. BsaumopaeiicTBHE U COTPYIHHIECTBO

Ilpennonaraer co3gaHue ONaronpuATHOW artMocepbl B KOJUIEKTHBAX IOApa3c/ICHWIH,
obecneunBaromux ¢pyaxnuoruposanue MCIIIa OV, mia cHMXXCHHS BEPOATHOCTH BOZHUKHOBEHHUS
HETaTUBHBIX JIEHCTBU CBA3AHHBIX C 4E€JIOBEIECKUM (DaKTOPOM.

B Taxoii o6cTaHOBKE COTPYHUKH JOJDKHBI OCO3HAHHO COOIIONATh YCTaHOBIEHHBIE IIPABHIIA
¥ OKa3BIBATh COAEHCTBHE B JIEATEIHHOCTH MOIpa3Ie/IeHHH 3aiThl HHPOPMAITHH.
5.10. I'm6xocth cucTembl 3amuThl 1110

IIpuHSATEIE MEPBI B yCTAHOBJIEHHBIE CPE/ICTBA 3aIlUTHl, OCOOEHHO B HAaUaJBLHEBIN MIEPHOM HX
SKCILTyaTallid, MOI'YyT O0ECIeurBaTh KaK Ype3MEPHBIN, TaK U HEeJIOCTATOYHBIA YPOBEHHb 3aAIATHI.



1 obecneueHus BO3MOXXKHOCTH BapbHpPOBaHUS YPOBHEM 3allMIIEHHOCTH, CPEIACTBA 3aIllHTHI
JOJDKHBI 0051aiaTh onpeneneHHod ruOKkocThio. OcoOEHHO BaXKHBIM 3TO CBOMCTBO SBISETCS B TeX
CllydasX, KOTJa YCTaHOBKY CDEACTB 3aIUThl HEOOXOOMMO OCYIIECTBIATH Ha pabOTarOIMyro
CHCTEMY, HE Hapylas Ipolecca ee HOpMaIbHOr0 QYHKITHOHUPOBAHHUSL.

5.11. OTKpBITOCTH AJTOPHUTMOB H MEXAHH3MOB 3aNIHTHI

CyTp IpuHIHIIA OTKPHITOCTH AITOPHTMOB M MEXaHU3MOB 3aIUTHl COCTOHT B TOM, HTO
3aIyTa He JOobKHA 00ecreumBaThCs TOJIBKO 3a CUET CEKPETHOCTH CTPYKTYPHOM OpraHu3alliH H
AITOPUTMOB (PYHKIHOHHPOBAHUS €€ MOJICHCTEM. SHAHKE AITOPUTMOB PabOTHI CHCTEMEI 3AIIHTEI HEe
JOJDKHO /aBaTh BO3MOXKHOCTH €€ IpeojoNieHus (maxke aBTopam). OmHAKO, 3TO HE O3HAYAET, UTO
rHpopManus 0 KOHKPETHOH CHCTEME 3aIlUThI JOIDKHA OBITH OOINETOCTYITHA.

5.12. IlpoctoTa mpHMeHeHHS CPeICTB 3aIIHTHI

MexaHu3MBI 3a0iThl JODKHEI ObITh MHTYWTHBHO IIOHSATHBI M IIPOCTHI B HCIIOJNB30BAHMH.
IlpuMmeHeHue CpefCTB 3alMUTHl HE JOIKHO OBITH CBSI3aHO CO 3HAHWEM CIEIHATBHBIX S3BIKOB MIIH C
BBIOIONHEHHEM JIEHCTBHH, TpeOYyIOIMUX 3HAYATENHHLIX JIONONHHTENHHBIX TPYAO3aTpPaT IIpH
0OBMMHOHM paboTe 3aperuCTPHpPOBAHHEIX YCTAHOBJIEHHBIM IIOPSIIKOM IIOJIB30BATENeH, a TaKkKe He
IOIDKHO TpeOoBaTh OT I0JIb30BATEIs BBHIIOIHEHHS PYTUHHBIX MaJIONIOHATHBIX €My omeparvi (BBoy
HECKOJIHKUX Mapojeit U uMeH U T.1.).

JlommkHa mocturatbes aBTOMaTH3anys MaKCHMaJbHOIO dHclia AEHCTBHI MOIb3oBaTeNei u
agmuaECcTparopoB UCII/IH.

5.13. Hayunasi 060CHOBAHHOCTH M TEXHHYECKASI PEATH3YEMOCTH

WrdopManmoHHBIE TEXHOIOTHH, TEXHHYECKHE M IIPOrPAMMHEIE CPENICTBA, CPEACTBA U MEPLI
3aIMUTHl HHGOPMaMK JOJDKHEI OBITH peallM30BaHbI HA COBPEMEHHOM YPOBHE Pa3BHTHS HAYKH H
TEXHHUKH, HaydHO OOOCHOBaHBI C TOYUKH 3PEHUS AOCTIDKEHHS 3aJaHHOTO YPOBHS 0e30IacHOCTH
WH(pOpMANMA ® JO/DKHBI COOTBETCTBOBATh YCTAHOBICHHBIM HOpPMaM M TpeOOBaHHAM IO
6ezomacuocTH I1/1H.

C3I1/1a momxkHa OBITH OPHEHTHPOBAHA HA PEIICHHS, BO3MOXHBIE PUCKH IS KOTOPLIX H
MepBI IPOTHBOACHCTBHS 3TUM PHCKAaM IIPOILIH BCECTOPOHHIOIO TEOPETHYECKYIO U IPaKTHUSCKYIO
TIPOBEPKY.

5.14. Crnenunanuzanusa v nNpogeccHOHAIN3M

IIpennonaraer npuBleueHHEe K pa3pabOTKe CpPEACTB U pealH3aldd Mep 3allHThI
uHGOpMAIMY CIIEIUATA3APOBAHHEIX OpraHU3aIii, Hanbosee MOATOTOBIEHHBIX K KOHKPETHOMY
BUJTy AeATEIHHOCTH 10 oOecnedeHuio Oe3onacHocty [1JIH, MMEIOMIX OMBIT MPaKTUUECKOH padoThI
M TOCYIapCTBEHHYIO JHIIEH3HMIO Ha IMpaBO OKa3aHWs YCIyr B JToi obmactu. Peamuzarus
AIMUHUCTPATUBHBIX MEP M OJKCIULyaTallHs CpEeACTB 3alUuThl JOMKHA OCYINECTBISATHCS
npodeccHOHATEHO MOATOTOBICHHBIMU crierramucTamu OV.

5.15. OO0s3aTeJbHOCTH KOHTPOJIA

IIpenmonaraer 06s3aTeNbHOCTh W CBOCBPEMEHHOCTH BBIIBICHUS M IIPECEUEHUS MOITBITOK
HapyIIeHUs YCTAaHOBIIEHHBIX IpaBun obecmeuenus 6e3omacHocTd [I/[H HA OCHOBE HCIIONB3yEMBIX
CHCTEM M CPEJCTB 3aIUTHl MHPOpPMAINH IIPH COBEPIICHCTBOBAHNH KPHUTEPHEB U METOJIOB OLICHKH
3¢ (EeKTUBHOCTH 3THX CHCTEM U CPEJICTB.

KonTpomib 3a HEeITeNhHOCTBIO TMOOOTO IONB30BATENs, KaXIAOTO CpelCcTBA 3aIlATEHL H B
OTHOITNIEHUH JH000T0 00BEKTa 3AIMUTHI JIOJDKEH OCYINECTBISITHCS HAa OCHOBE IPUMEHEHHS CPEICTB
OTIEPAaTHBHOTO KOHTPOJISI M PETUCTPAINK U AOKEH OXBATHIBATH KaK HECAHKIIMOHUPOBAHHEIC, TAK U
CaHKLUHMOHUPOBAaHHBIC NEUCTBUS 1T0JIH30BATENEH.



6. Mepsl, MeTOIbI U cpecTBa 00ecriedeHHs TPeOyeMOro ypoBHsI 3a0ANIeHHOCTH

Obecnieuenne  TpeOyeMOro  ypOBHS  3AQIIMUINEHHOCTH  JOJ/OKHO  JOCTHraTbCsl ¢
HCIIOJIB30BaHHEM MEp, METOJIOB M CcpelncTB Oe3omacHocTH. Bee Meprl obecnevuerus 6e30NacHOCTH
NCITJIr noxpa3aenstores Ha:

3aKOHOAATENbHEIE (TIPaBOBEIE);

MOPAIbHO-3THIECKHE,

OpraHM3aIMOHHEIE (aIMHHHACTPATHBHEIE);

(bu3AUeCcKue;

TeXHUYECKHE (anmnapaTHbie H IIPOrpaMMHbIE).

Ilepeuens BEIOpaHHBIX Mep oOecriedeHus 6e30IacHOCTH OTpaxaeTcs B Ilmane MeporpusTHit
10 00ECTIEYSHHUIO 3aITUTH MEPCOHATBHBIX JAHHBIX.

6.1. 3akonogarteqbHbIe (IPABOBbIE) MEPHI 3AMHTHI

K mpaBoBeIM MepaM 3aIUTEL OTHOCSATCSI NEUCTBYIOINME B CTPaHE 3aKOHBI, VKA3bl H
HOPMAaTHBHEIE aKTHI, PErTaMEHTHPYIOIHE IpaBumia obpamenus ¢ [1/1H, 3akpersromue npasa u
003aHHOCTH yYacTHHKOB HWH()OPMAIMOHHBIX OTHOUICHWH B mpomecce ee o0OpabOTKH U
UCIIOJIb30BAHMs, & TaKKe YCTAHABIHBAIOMHKE OTBETCTBEHHOCTh 3a HApYIIEHHS O3THX IIPaBHI,
NPEMATCTBYS TEM CaMbIM HEIIPABOMEPHOMY HMCIOIB30BaHMIO [1J]H U SBISTIOMIHECS CAePKABAIOITIM
(hakTOpOM /I MOTEHIIMATBHBIX HApPYIIHTEIEH.

IIpaBoBbIe MEPEI 3aIMTHI HOCAT B OCHOBHOM YIPEXIAIoMu#, MpoGHIaKTHIecKuil XapakTep
H TpeOYIOT IOCTOSHHOH pa3bsICHUTENHHOM pabOTHI € MOJNB30BATENSIMH M OOCIY KHBAIOIIMM
IIEPCOHAJIOM CHCTEMEL.

6.2. MopaapHO-3THYECKHE MePhI 3AUIHTHI

K MopanbHO-3THYeCKMM MepaM OTHOCSTCS HOPMBI TIOBEJCHHS, KOTOPBIE TPAIHIHOHHO
CIOKHIIACh MM CKIAABIBAIOTCA IO Mepe pacupocTtpadeHus OBM B crpase wm obOmectBe. DTH
HOpMBI OOIbINEH 4YacTBIO HE SIBIIOTCS 00sS3aTeNBHBIMH, KaK 3aKOHONATEIBHO YTBEPKIECHHEBIE
HOpPMAaTHUBHEIE aKThI, OJHAKO, MX HECOOIOZEHNE BeJIeT OOBIYHO K IIa/JICHUIO aBTOPHUTETA, MPECTHXA
4eJI0BeKa, IPYMIIE] JIUI] UM oprafuzanud. MopalbHO-3THYECKHEe HOPMBI OBIBAIOT KakK HENMCAHBIE
(manpumep, oOmenpu3HaHHBIE HOPMBI YE€CTHOCTH, MATPHOTH3MA M T.IL.), TAK W IIMCAHEIE, TO €CTh
oopmIIeHHEIE B HEKOTOPBIHA CBOJ (YCTaB) ITPAaBHII HITH [IPEIHCAHUE.

MopansHO-3THYIeCKHE MEpBl 3alMUTHl  ABIAIOTCA NPOQUIAKTHUECKAMH W TpeOyroT
HNOCTOSHHOM pabOThl 10 CO3JaHMIO 3J0POBOTO MOPAIBHOTO KIMMAara B KOJUIEKTHBAX
nozpasieneHul. MopanbHO-3TUYECKHE MEphI 3alUTHl CHIXKAIOT BEPOSTHOCTh BO3HHKHOBEHHS
HETaTHUBHEIX IEUCTBUH, CBI3aHHBIX C YEJIOBEUECKHUM (HaKTOPOM.

6.3. Opranuzanuonneie (3 IMAHHCTPATHBHBIE) MEPbHI 3aIUThI

OpranuzanyosHble (aAMIHUCTPATUBHBIE) MEPHI 3aIMUTHI - 3TO MEPHI OPraHH3aAIMOHHOTO
XapakTepa, perijaMeHTHpyomue nporecchl (ynkuuonupoBanus WCII/IH, wucmomb3oBaHue
pecypcoB  MCIIJIH, nedTenpHOCTh OOCIYyKMBAIOIIEr0 IIEPCOHANa, a Takke IOPSIOK
B3auMopeicTBus nome3oBarenedt ¢ MCIIIIH Takum oOpaszom, uToOBI B HamOOIbIIEH CTEHEHH
3aTPYZIHUTD HIIH HCKIIOYUTH BO3MOXKHOCTH pealM3alidi yrpo3 6€30IacHOCTH MM CHHU3UTH pasMep
IIOTEPH B CIIydae WX peaan3alilii.

I'maBHas nens aIMUHHCTPATUBHBIX MEp, IPEANPHHAMACMEIX HA BBICIIEM YIIPABICHIECKOM
ypoBHe — cdopmupoBarh llommtuky wunHOpmMarmonHoit OGezomacHocTH [1J[H (oTpaxaromyro
IIOIXOMBI K 3aIuTe HH(popManuy) 1 00ecednTh ee BEIIOIHEHHE, BBIIEISIS He0OX0IMMbIe PeCypPChl
¥ KOHTPOJIMPYS COCTOSIHUE JIEN.

Peaymzanusd [lommtuxu uadopmarmontoi 6esonacuoctu [1/ln 8 UCIIIH cocrout u3 mep
aZIMHUHUCTPATHBHOI'O YPOBHS M OPraHU3alMOHHEIX (IIPOUEAYPHBIX) MEP 3aIIUTH HHGOPMAIIHH.

K agMUHHCTpaTHBHOMY YpPOBHIO OTHOCSTCS pEIIEHHS PYKOBOJCTBA, 3aTPArHBAIOIIUE
nesrensHocTs MCII/IH B menoM. OTu pemenus 3akpemsttorcss B IlomuTuke wHGbOpMAITMOHHOM
6e3onacHocTH. [IprMepoM Takux perneHuii MOTYT OBITh:

IpUHATAE peIeHuS O (GOPMUPOBAHUM WM IEPECMOTPE KOMILIIEKCHOM IpOTpaMMEl
obecneuenus OezomnacHoctd [1/1H, ompenenenyie OTBETCTBEHHEIX 3a €€ Pearn3alldio;

dbopmynHpoBaHKe Iiened, MOCTaHOBKA 3a/1ad, OIpeeNeHUe HalpaBlIeHHH JeaTeNbHOCTH B
obnactu 6e3omacuoctr I1/1H;



OPUHATHE PpENIEHWH II0 BOIPOCAM pPEalH3alliy IIPOrpaMMbl OE30IIaCHOCTH, KOTOPEIE
paccMmarpuBaroTcs Ha ypoBHe OV B 1enmom;

ofecrneueHre HOPMATUBHOH (TIpaBOBOM) 6a35I BOIIPOCOB OE30TIACHOCTH H T.II.

[TonuTrKa BEPXHETO YPOBHS JOJDKHA UETKO OYEPTHTEL C(epy BIMSHMSI ¥ OTPAaHUYUCHUS [IpU
onpenenenmu nened OesomacHoctH IJIH, ompefenuTh KakHMH pecypcamMd (MaTepUalbHEE,
IIEPCOHAI) OHM OyAyT JOCTHTHYTH M HAWTH pa3yMHBIM KOMIIPOMECC MEXIY IPHEMIEMEIM YPOBHEM
6e3onacuocty ¥ QpyHkIHoHansHOoCTEI0 MCIT/H.

Ha opraruzaiioHHOM ypOBHE OIIPEIEITIOTCS MPOIIeIyPhl U IPaBUIa JOCTHKEHHS 1IEJIeH U
pemenus 3aga4 [lonutuku uabopManorHOH 6e3omacHocTd [1/TH. DTH npaBmiia onpenensioT:

KakoBa 00J1acTh IPUMEHEHUS TONMMTHKH Oe3onacHocTH [1]H;

KaKOBBI pONIH B 00S3aHHOCTH JOJDKHOCTHEBIX JIWII, OTBEUAIOIIHE 33 MPOBEJECHUE MIOIMTHKH
6ezomacroctu [1]1H, a Takke UX YCTAHOBUTEH OTBETCTBEHHOCTE;

KTO UMeeT Ipasa goctyna k [1/1H;

KaKMMH{ MepaMu U cpelicTBaMu obecneunBaeTcs 3amuTa I[1/1H;

KaKMMH MEpaMH H CpelcTBaMU OOecredrBaeTcss KOHTPOIb 3a COOIIOIEHHEM BBEIEHHOTO
pexuMa 6e30acHOCTH.

Oprasu3zaniuoHHbIE MEPHI JOKHEL

IpefycMaTpuBaTh — perjiaMeHT — MHQOpPMAlMOHHBIX  OTHOINCHWH,  HMCKIHOYAFOITIMX
BO3MOKHOCTb HECAHKI[HOHMPOBAHHBIX ACHCTBHUM B OTHOIMEHUH OOBEKTOB 3aIMUTH;

OIpEeAeIATh KOAIMIHMOHHBIE M HepapXWdecKhue IPHHIWIBI W METOABl pasTpaHHuEHMS
nocrymna k [1]1H;

ONpeNeNATs TOPANOK DPAabOTEl C IIPOrPaMMHO-MATEMATHUYECKHMH ¥ TeXHHYECKHMMHU
(anmmapaTHBIMH) CPEICTBAMH 3aIMUTHI ¥ KPUIITO3AMIATEL ¥ APYTHX 3AIMAUTHEIX MEXAHH3MOB;

opranu3oBaTh Mepsl npotuBoAeicTBus HC/I mons3oBaTeniMu Ha 3Tanax ayTeHTH(QUKAmH,
aBTOpU3aIUHY, HICHTU(DHUKANH, OOSCIIEIMBAIOIINX FAPAHTHH PEaTH3al|y IPaB W OTBETCTBEHHOCTH
cy0BeKTOB HHPOPMAITMOHHBIX OTHOIIEHHH.

Oprasu3aliuoHHBIE MEPHI IOJIKHBI COCTOSTE U3!

Ilopsnxa pmomycka COTPYIHHKOB K  HCIONb3oBaHWIO pecypcoB MCIIJIlx OV
(PaspemmutensHas cuctema noctyna k []1x);

Huctpyknuit mone3oBareneit MCII[u (agmunuctpatopa WMCII[IH, amvusucTpaTopa
6e3omacHoctH, onepatopa UCIIIx);

WHCTpYKIIMY TI0IH30BATENS IPH BOSHUKHOBEHHH BHEINITATHBIX CHTYAIIHH.

6.4. duznueckne Mepbl 3aANMHATHI

Ouspdeckue Mepsl 3allUTHl OCHOBAHBI Ha IIPHUMEHEHHH Pa3sHOTO poja MEXaHWYEeCKHX,
QJIEKTPO- WM  JIEKTPOHHO-MEXAaHWYECKHX  YCTPOHCTB M COOPYXEHWH, CHEIHaIBHO
IpenHa3HaueHHBIX JUIA CO3/1aHus (QHM3MUECKUX MPETSITCTBHM Ha BO3MOXHBIX ITyTSX MPOHUKHOBEHHS
M JOCTyIla IOTEeHIMAIBHBIX HapyIIuTelel K KOMIIOHEHTaM CHCTEMEI H 3aImuInaeMoi nadopmarinmy,
a TakKe TEXHUUECKUX CPEICTB BU3YaIIbHOTO HAOMIOEHHUS, CBSI3U U OXPAaHHON CHTHATTH3AITHH.

du3uyeckas 3aluTa 3JaHHH, TIOMEINEHNH, 00BEKTOB H CPEACTB MHGOPMATH3AIMHN JI0JIKHA
OCYIIECTBIISITBCSL IIyTEM YCTAHOBIEHHMS COOTBETCTBYIOIIMX IIOCTOB OXpPaHBl, C TOMOIIBIO
TEXHUYECKHAX CPEJICTB OXpaHbl MM IHOOBIMH JAPYTHMH crocobaMu, NMpeAoTBPAIAIOIIAMH HITH
CYINECTBEHHO 3aTPYAHSIOIIMMHM IPOHHKHOBEHWE B 3/[aHUE, IIOMEINEHHS IOCTOPOHHHX JIHII,
XUIIeHHe WHQOPMAIMOHHBIX HOCHTENEH, caMuX CpelncTB HH(POpPMATH3alKH, HCKIIFOYAIOIITHAMH
HaxOXJIeHHE BHYTPH KOHTPOIHPYEMOH (0XpaHIeMOol) 30HbI TEXHHUECKUX CPEICTB pPa3BeIKH.

6.5. Anmaparso-nporpaMmuble cpeacTsa 3amuThbl I1/{n

Texuuueckue (anmapaTHO-IPOTrpaMMHEBIE) MEpHl 3alUTHl OCHOBAHBI Ha HCIOIB30BAHUHU
PA3MHYHBIX NIEKTPOHHBIX YCTPONCTB M CIENMANBHBIX IporpaMmm, Bxomsmux B coctaB MCII/Iu u
BBITIOJTHSIONUX (CaMOCTOSITENBHO WM B KOMIUIEKCE C JIPYTMMM CpelCTBaMH) (YHKIMM 3allATHI
(umeHTHQUKALMIO M ayTEeHTH(HKAIMIO IIONG30BATeNeH, pasrpaHudueHHe JOCTyHma K pecypcam,
PEerucTpaIyio COOBITHH, KpUunTorpadhuIecKoe 3aKphITHEe HHGOPMAKH U T.1.).

C yueToM Bcex TpeboBaHu# U npuHIMIOB obecneuenus 6ezonacuoctd 11/[n B8 UCIIIx mo
BCEM HaIpaBIIEHHSM 3aIUTHl B COCTaB CHCTEMBI 3aIUTHl HOJDKHBI OBITH BKITFOUEHBI CIETYIOINIME
cpencTBa:



cpeficTBa MAeHTH(GHMKauK (OIO3HABAaHMA) M  ayTeHTHGHKAWH  (TOATBEPIKIECHHS
IOJUTMHHOCTH ) onb3oBareneit UCI1/IH;

CPEICTBA pasTPaHWYCHHUS [NOCTyIa 3apeTUCTPHPOBAHHBIX IIOJMB30BATENIEH CHCTEMBI K
pecypcam UCIITTa OV;

cpeacTea obecmedeHHs M KOHTPONS HENOCTHOCTH IPOTPaMMHBIX M HMH(MOPMAIHOHHEBIX
pecypcoB;

CpeCcTBa OIIEPAaTHBHOIO KOHTPOJLS H PETUCTpPAIMH COOBITHI 6€301MacHOCTH;

Kpurrrorpaduueckue cpeacraa 3amuTer 11/]a.

Vcnemnoe mpuMeHEHHE TEXHUIECKHUX CPEJCTB 3alIMTH HA OCHOBAHWY MPUHITHIIOB (pa3en
5) ompeamonaraeT, 4YTO BBLINONHEHHE IIEPEUNCICHHBIX HIDKe TpeboBammii obecmedeno
OpraHM3alUOHHbBIMYA  (aAMMHHCTPATUBHBIMH) MEpPaMH ¥  HCIIONB3YEMBIMH  (H3UYECKAMHU
CpeAcTBaMH 3allUTHL:

ofecrnedena ¢pu3nUecKas MeT0CTHOCTE Beex kommonent UCTTx;

Kaxkapll coTpyaHuk (mosmp3oBatens MCIIJIH) wmmm rpynma mosb3oBarened  mMeer
YHHKAQIBHOE CHCTEMHOE MM U MHUHHMAIBHO HEOOXOJWMBIC ISl BBIIOJHEHHMS HM CBOMX
(bYHKIIMOHATIBHEIX 003aHHOCTEH IOTHOMOYHSA 110 IOCTYILY K pecypcaM CHCTEMEL,

B UCII[Ir OV paspaboTka u OTIaiKa IporpaMM ocymectBisercs 3a npenenamua UCII g,
Ha MCIIBITATeNIbHBIX CTEH/IAX;

BCE M3MCHEHHS KOH(QHUIypallHH TEXHHYECKMX M IporpamMMmHbX cpexcts WCIIa
IIPOU3BOJATCS CTPOr0 YCTAHOBJIEHHBIM IOPSIKOM (PErHCTPHPYIOTCS M KOHTPOJIHPYIOTCSA) TOIBKO
Ha OCHOBAaHWH paclopsKeHHH pykoBoacTBa.OY;

ceTeBoe 000pyHOBaHHE (KOHIEHTPATOPHI, KOMMYTATOPHL U T.II.) PACIONAracTcsl B MECTAX,
HEJOCTYIHBIX U1 IOCTOPOHHUX (CHEIMATFHBIX HOMEMEHUIX, mKkadax, u T.11.).

cneramictaMu OV ocCylnmecTBIIeTCs HENPEPBIBHOE YIPaBICHWE W aJMUHHCTpATHBHASL
noAnepKKa QyHKITMOHMPOBAHUS CPEICTB 3aIIHTHL



7. Koutpoas 3¢ dpextnBHoCcTH cucTembl 3amuthl UCIIIn OY

Kontpoms s¢pdexrurroctn C3I1J[H momKeH OCYIMECTBIAETCA Ha HEPHOIMYECKON OCHORBE.
Ilensro koHTPOII 3¢ (hEKTHBHOCTH SIBISIETCS CBOSBPEMEHHOE BBIIBICHUE HEHAISKAIINX PEKHAMOB
paboter  C3II[IH  (OTKIIOYEHWE  CPEACTB  3allHThl, HAPYIICHWE PEKUMOB  3allHTHI,
HECAHKIIMOHMPOBAHHOE H3MEHEHHE pEXUMa 3amuThl ¥ T.01.), IPOTHO3HUPOBAaHWE arak u
IIPEBEHTUBHOE pearupoBaHue Ha HOBBIE Yrpo3kl Oe3onmacuocTd [1]1H.

KouTpoms MOXET MNpOBOJHMTBCA Kak aaMHHECTparopamu ©OesomacHoctn UCIT]Im
(omepaTHBHBIM KOHTpONb B IIponecce WHpOpManmwonHoro B3ammopeiicteusas B MCIIH), Tak u
IIPHABIIEKAEMBIMH IS 3TOH e KOMIIETEHTHBIMHE OpTraHU3alisIMHK, IMCIOIIAMHY JIUICH3HIO HA DTOT
BH esTenbHocTH, a Takke DCTIOK Poceru 1 @CB Poccun B ipeaenax uX KOMIICTECHITHH.

KoHTpoms MOET OCYIIECTBIITBCA aIMHHHUCTPATOPOM O€30IaCHOCTH KaK € ITOMOILILIO
IITATHBIX CPECTB CHCTEMBI 3aIiuTh! I1J[H, Tak ¥ ¢ MOMOINEIO CIeUANBHBIX IPOrPAMMHBIX CPEIICTB
KOHTPOJIS.

Ouenka s¢dexrtrBHOCTH Mep 3amuThl [/ TpOBOAUTCS ¢ HCIIOIB30BAHMEM TEXHUYECKHX H
IIPOrPaMMHBIX CPEICTB KOHTPOJISI Ha IPEIMET COOTBETCTBHUS YCTAHOBIICHHBIM TPEOOBAHUSM.



8. Cdepnl orBeTcTBeHHOCTH 32 Oe3omacHocTh I/l

OTBeTCTBEHHBIM 3a pa3paboTKy Mep M KOHTPOIb Haj obecmedeHHeM O€30MacHOCTH
IEPCOHANBHBIX JAHHBIX SBJISETCS aIMHUHHCTpaTop HHGOpPMAIMOHHOW Oe3omacHocTu (masiee -
Alb), HazgavaeMslii Iprka3oM aupekropa OY.

Cdepa orBerctBeHHOCTH AWB BKIIFOYAaeT CHEOYIOINWE HANpaBlIeHWS OOeCIedeHus
6e3omacuoctu I1/[H:

IInanupoBanue U peamusanyst Mep o odecrneyennro 6e3onacuoctu [1/1H.

Amnanmnz yrpo3 6e3onacaoctu 11/1H.

Paspabot1ky, BHeApeHHE, KOHTPOIb UCIONHEHHS U IOJ/IepKaHie B aKTyalbHOM COCTOSHHH
IONMTHK, PYKOBOJACTB, KOHIENIWH, IpOIENyp, PeriaMeHTOB, HHCTPYKIHH © JPYTHX
OpraHH3alMOHHBIX JOKYMEHTOB TI0 obecriedeHnio 6€30IIacHOCTH.

KonTpoms 3amumennoct UT-undpactpykrypst OV ot yrpo3 Wb mytem.

Obyuenne u uaopmupoBanue nons3osareneit WCIIIx o nopsaxe paborsl ¢ [1Jm m
CpEICTBaMH 3aIIUTEL.

IIpenoTBparmesye, BEIIBICHUE, pEaripOBAHNE U pacciIeIOBaHle HapylleHud 0e301acHOCTH
[11s.

He pexe ozmoro pasa B kBapTanl (a IpH HaIMYAHA HEOOXOOMMOCTH M dallg)
rH(popMHpoBaHKe pykoBoacTBa OV o cocTossHrK HHPOPMAITMOHHOH 6€30I1aCHOCTH.

IIpu B3amMOIEHCTBUM CO CTOPOHHMMM OpPTraHW3allUsIMHU B CIydasX, KOT/Ia COTPYIHHKAM
9TUX OpraHu3anyil IpenocTaBiseTcs MOCTYI K oObeKkTaMm 3amuThl (paszen /3/), ¢ >TaMH
OpraHu3aliisIMM JIOJDKHO ObITh 3akmoueHo Cornamenue 0 KOHQUIECHIMATHHOCTH, MO0
Cornamenre o cobmonaeHun pexuma 6e3omacHoctd [1J[n mpu Bemomuenwu pabor B MCIIm.
[TonroToBKa TUIIOBBIX BApHAHTOB STHX COTJIAMNEHUN OCYIIECTBIIsIETCS COBMECTHO ¢ Opuamyaeckum
OTJIETIOM.



9. Mopeas HapymuTeas 0€30MaCHOCTH
Ilox mapymmrenem B OY moHHMaeTcsl JUIO, KOTOPOE B PE3yJbTAaTe YMBINMUICHHBIX HIIH
HEYMBIIIEHHBIX JeHCTBUHM MOKeT HaHecTH yinepb oObexTaMm 3amuTs (pasaen /3/).
Hapymwmrenn mnonpaszensiorcs 1o npusHaky npuHamiexHoctd k MCIIJIH.  Bcee
HapYIIATEIH ENATCS Ha JIBE TPYIIIILL:
e BHEIIHHE HapylIuTenu — (U3MYecKWe JWIa, HE HMEIOIHME TpaBa IpeObIBaHHS Ha
TEPPUTOPUH KOHTPOIMPYEMOI 30HEL, B IIpejiesiaXx KOTOpOoH pa3sMernaercs o0opynoBaHme
UCIIH;
e BHYTPEHHHE HapyMIUTeNHd — (GHU3MUECKHe IHUIa, MMEIOINHe IIpaBo NpeObBaHKA Ha
TEPPUTOPUH KOHTPOIHPYEMOH 30HEI, B IIpe/IesiaX KOTOPOH pa3zMernaercs o6opyaoBaHme
NCII/H.
Knaccubpukarus Hapymurened mnpenctapieHa B Mogemd  yrpo3  6e30MacHOCTH
nepcoHanbHBIX AaHHbIX UCTIIH.



10. Mopeanp yrpo3 6e30macHOCTH
Hna UCII[Jas OV BBINEISIOTCS CIEOYIOIIME OCHOBHBIE KATErOpPHH Yrpo3 0Oe30MacHOCTH
IEePCOHANIBHBIX TAHHEIX:
1) Yrpose! 0T yTeuks o TeXHEYeCKMM KaHAIAM.
Yrpo3bl HECAaHKITMOHHPOBAHHOTO IOCTYIA K HH(pOpMAIu:
YIpo3bl YHUUTOXKEHH, XMIEHH annapaTHeIx cpencts VICTI/Ia HocuTenei uadopmariau
myTeM ¢Gu3ugeckoro qoctyna K snementam UCITIH.
Yrpo3el XWINEHWs, HECAaHKUHMOHHPOBAHHOM Mopuduxanmuw wm  GIOKHPOBAHMS
uHpOpPMAIIMH 3a CYeT HecaHKIHOHMpoBaHHOTO zocTynma (HCJI) ¢ upuMeHeHmem
IPOTPaMMHO-AIMIAPAaTHEIX M IMPOrPaMMHBIX CPEACTB (B TOM HYHCIE IIPOTPAaMMHO-
MaTeMaTHYeCKUX BO3/ICHCTBHI).
VYTIpo3el HempenlHAMEPEHHBIX IEHCTBHU IOJB30BaTENe W HapylleHH# O0e30HacHOCTH
¢pynxuuonuposanus MCIIJIE u C3II/Iz B ee cocraBe u3-3a CO0EB B HPOrPaMMEOM
obecredeHMH, a TakXKe OT YIpo3 HEaHTPOIOreHHoro (cOoeB ammaparypel H3-3a
HECHAIS)KHOCTH JJIEMEHTOB, COOEB JNEKTPOIMTAHHUA) M CTHXHHHOTO (yIapOoB MOJIHMIA,
110’KapOB, HABOJHEHUH U T.II.) XapaKTEepPOB.
VYTpo3s! IpenHaMepeHHBIX AeHCTBHN BHYTPEHHHX HAPYIITATENEH.
VYrpo3el HeCaHKIMOHAPOBAHHOTO JIOCTYIIA [0 KaHalaM CBSI3H.

Omnmcanne yrpo3, BEPOSTHOCTb HX PEAH3AINH, OIIACHOCTh U aKTYATBHOCTh IPEJCTABICHEI
B Mogemu yrpo3 6e3omnacHoCTH repcoHaNbHEIX qanabx UCIT T a.



11. Mexanu3zm peanuzanan Konnenuuu

Peamusanms Konuenmus JomKHA OCYIIECTBIATECS HA OCHOBE HEPCHEKTUBHBIX MIPOIPAMM M
IJIAHOB, KOTOPBIE COCTABIISIOTCS HA OCHOBAHWM M BO HCIIOHEHHE:

(enepanbHBIX 3aKOHOB B 061acTy obecieueHus HHPOPMAMOHHON 6e301aCHOCTH U 3aIIUTH
HH(bOpMAIIWH;

noctanopneHuit Ilpasutenscrsa Poccuiickoit ®enepannu;

PYKOBOIISAIHMX, OPraHH3allMOHHO-DACIOPAIUTENBHEIX H METOOMYECKUX JIOKYMEHTOB
OCT3K Poccun;

notpebrocted MICII/IH B cpencTBax obecnieuenus 6e30macHOCTH HH()OPMAIIHH.



12. Oxunpaemslii 3¢ ekt o1 peanmzamun Konnenmmu

Peamazanus Kornenmuu 6e3omacuoctu 110 8 UCITJIH 1103BONHT:

onleHUT, cocTossHue OezomacHoctu wHGpopMmaruu  WCIIJIH, BEIIBUTP HCTOYHHUKH
BHYTPEHHHX M BHEIMHUX YIpo3 HMHQOPMAIMOHHOM 0e30IacHOCTH, OIPEACTHTh NPHUOPHUTETHBIC
HallpaBJIeHUs IPEIOTRPAINCHHUS, OTPAXKCHHS W HEATPATH3AITHA ITHX YIPO3;

pa3paboTaTh pacropsIuTeI-HbIE " HOPMaTHUBHO-METOIUUECKHE JIOKYMEHTHI
npuMmeruTensHo K MCITTH;

npoBecTd knaccudukaruro u cepruduxamuo UCITH;

[IPOBECTH OPraHH3AllMOHHO-PEXXUMHBIE W TEXHHYECKHE MEPOIPHATHS 0 0OECTICYSHHIO
6e3onacuoctu [1/Ia B UCIIH;

obecrieuuTh HEOOXOIUMBIH YPOBEHB O€30IIACHOCTH OOBEKTOB 3aIUTEHL.

OcyimecTBIeHHE OSTUX MEPONPHUITHH OOecHeuuT Cco3JaHue eOWHOH, IEeJOCTHOH u
CKOOpAMHUPOBAaHHOM cucTeMbl HHbopManuorHon 6e3omacHocti MICII/IH u co3mact ycnmoBus ajis
ee JaTbHEHIIero COBePINCHCTBOBAHHS.



